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Real-time virtualization is currently a hot topic, and there is much ongoing research on real-time Virtual
Machines and hypervisors. However, most of the previous research focused either on reducing the latencies
introduced by the virtualization stack (hypervisor, host Operating System, Virtual Machine scheduling, etc...)
or analyzing the virtual CPU scheduling algorithms. Only a few works investigated the impact of the guest
Operating System architecture on real-time performance or considered multiple performance metrics (latency,

schedulability, startup times, resource consumption) at the same time. This paper compares various features
of different virtualization technologies and guest Operating Systems, evaluating their suitability for serving
real-time applications. The results indicate that solutions based on KVM (and an appropriate microvm) and
the OSv unikernel can be considered viable alternatives to more traditional VMs or containers.

1. Introduction

With the ever-growing diffusion of cloud computing, various ser-
vices or entire OSs can be remotely executed in distributed virtualized
environments. This results in an increasing interest in various virtu-
alization technologies, leading people to virtualize even applications
that have not traditionally been considered candidates for execution
in virtual environments. An interesting example is the virtualization
of applications characterized by some kinds of temporal constraints,
which is challenging because it requires providing a-priori guarantees
that such temporal constraints are respected. Such guarantees can be
provided by using well-known techniques from real-time literature,
real-time OSs/hypervisors, and appropriate management software. In
particular, it is important to schedule the virtualized real-time applica-
tions according to predictable/analyzable algorithms and to introduce
bounded latencies in their execution.

Analyzable and deterministic scheduling algorithms have been pro-
posed in the literature and have already been implemented [1-4] both
in widely used hypervisors [5] or host OSs and in guest OSs. Moreover,
modern hypervisors or host OSs introduce latencies that are low enough
for running real-time applications [6-8].

Although the usage of Virtual Machines (VMs) is widespread across
many different kinds of systems, from cloud/edge servers to low-power
embedded devices, real-time virtualization solutions mainly focus on
embedded devices or dedicated machines [9-11]. In most of these
situations, the guest OS can be based on small real-time executives
or dedicated kernels. When real-time applications are executed on
larger-scale cloud systems, additional issues must be considered. For
example, to consider the execution of a real-time application in a virtual
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environment as a viable alternative to the execution on bare hardware,
the startup delay introduced by the virtualization mechanisms should
be limited (users should not notice any additional delay when starting
an application in a virtual environment). Moreover, to avoid scalability
issues, it is important to reduce the overhead in resource consumption
and the need for resource over-allocation.

While multiple previous works measured different performance
metrics for VMs, containers, and/or unikernels, a comprehensive com-
parison of different technologies focused on real-time performance is
still missing. For example, previous research on real-time VMs focused
on scheduling and latency aspects [7], ignoring other important metrics
such as the application’s startup time and the VM’s resource consump-
tion, while previous research on containers and unikernels (dedicated
and/or specialized library OSs optimized to execute inside a VM)
mainly focused on average throughput or average startup time [12-
14], generally ignoring scheduling, worst-case latencies, and worst-case
startup times.

This paper investigates how different virtualization technologies
and guest Operating Systems comply with the most important require-
ments of real-time applications. It considers host operating systems
based on a real-time version of Linux, running containers or differ-
ent kinds of Virtual Machines, comparing the real-time performance,
boot times, and resource usage of guest OSs based on a real-time
version of Linux or a unikernel. Unikernels have not been traditionally
considered as an option for executing real-time applications (hence,
many unikernels miss some of the features needed to execute real-time
applications or provide unsuitable performance); however, recent work
shows that it is possible to patch the OSv unikernel to provide the
needed support [15].
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In more detail, the analysis focuses on the following metrics, which
are evaluated through some significant micro-benchmarks:

Latency introduced by the VM or container (evaluated through
the standard “cyclictest” tool)

Startup time

Temporal isolation provided by the scheduler (evaluated by run-
ning periodic real-time tasks in a VM or container, with and
without some competing real-time and non-real-time workload)
» Resource (memory and CPU time) consumption

One of the interesting results of this evaluation is that hypervisor-
based virtualization can be competitive with OS-level virtualization
even when the guest runs real-time applications; moreover, the OSv
unikernel further decreases the applications’ startup times and re-
source consumption and can be an interesting alternative to run real-
time applications in a cloud environment, especially if it is associ-
ated with microvim technologies. While similar results were known
for general-purpose applications focusing on average throughput, this
paper extends the results to real-time applications.

The paper is organized as follows: Section 2 provides some defini-
tions and recalls some concepts and ideas used in the rest of the paper,
then Section 3 introduces various virtualization technologies and guest
OS structures that will be evaluated in Sections 4, and 5 finally presents
the conclusions.

2. Background and definitions

This paper considers the respect of temporal constraints for real-
time applications running on a guest OS hosted by some kind of virtual
environment.

Such a virtual environment can be implemented by using different
technologies; for example, it can be based on hardware virtualization
or OS-level virtualization. In the case of full hardware virtualization,
a software component called hypervisor virtualizes the CPU and the
memory; all the devices of a real machine are also virtualized (by the
hypervisor or by some kind of higher-level software component often
called Virtual Machine Monitor — VMM). In contrast, in the case of
OS-level virtualization, only the OS kernel functionalities (and not all
the hardware devices) are virtualized.

Using hardware virtualization, the guest OS executes in the VM as if
it was on real hardware, and unmodified OSs can easily run in virtual-
ized environments without being aware of the virtualization layer. To
improve I/0 performance, the VM can implement some “special” para-
virtualized devices; in this case, the performance boost is “paid” by the
need to modify the guest OS kernel (that must be aware of running in-
side a VM and must know how to handle the para-virtualized devices).
If the CPU’s Instruction Set Architecture (ISA) is virtualizable [16], the
virtualization performance can be improved by directly executing the
guest machine instructions on the host CPU. All the modern CPUs have
a virtualizable ISA (or provide some hardware-assisted virtualization
features that make the ISA virtualizable). Hence, the most commonly
used hypervisors can take advantage of this technique.

When OS-level virtualization is used, instead, the system runs one
single OS kernel (the host kernel), and such a kernel is in charge
of virtualizing its services for the guest OSs (and providing isolation
between the guests). Hence, all the OSs running on the physical node
share the same kernel; this implies that the guests must run the same
hardware and software architecture (if the host OS is Linux-based and
the physical machine is based on Intel x86_64 CPUs, then the guest
0OSs must also be based on an x86_64 Linux kernel). This form of
virtualization is often used to implement the container abstraction [17].

Real-time applications are often modeled as sets I' = {r;} of
(periodic or sporadic) real-time tasks, where each task z; is a sequence
of activations, or jobs, J; ;. Each job J;; is activated at time r; ; (with
rije1 2 r;j + T;, where T, is the task’s period or minimal inter-arrival

time) and finishes at time f;; after executing for a time c;; (with
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¢;j < C;, where C; is the task’s Worst Case Execution time - WCET).
IfVj, f;; < r;; + D; (where D; is the task’s relative deadline), then the
task respects all of its temporal constraints.

Respecting such temporal constraints requires that system resources
are timely allocated to the virtualized real-time applications. In other
words, the applications’ tasks must be scheduled by using a theoret-
ically sound scheduling algorithm that can be analyzed and allows
providing real-time guarantees.

Moreover, such a scheduling algorithm has to be implemented
correctly, limiting the differences between the theoretical scheduling
and the actual implementation. The hypervisor (or the host OS kernel)
and the guest OS kernel risk introducing some so-called latencies which,
informally speaking, affect the accuracy of the scheduler’s implemen-
tation. Hence, such latencies have to be measured and analyzed to
guarantee the predictability of the virtualized system. In more detail, la-
tency is experienced every time that application tasks are not scheduled
at the time when the theoretical scheduling algorithm would schedule
them, but their execution is somehow delayed. This latency can be
caused by non-preemptable sections in the kernel or in the hypervisor,
by the language runtime (think about garbage collection in the JVM),
or by similar implementation details. It was originally studied in the
context of real-time OSs [18,19], but the definitions and analysis can
be extended to virtualized environments, too [6,7,20-22] (see the cited
papers for more formal definitions).

When hardware virtualization is used, two different strategies can
be used to map virtual CPUs to physical CPU cores: the so-called
partitioning hypervisors [9-11,23] or separation kernels [24] directly
map each virtual CPU to one entire physical CPU core, while other
hypervisors can schedule virtual CPUs to multiplex various virtual CPUs
on a single physical CPU core. Partitioning hypervisors introduce very
small latencies at the cost of dedicating a physical CPU core to each
virtual CPU. In other words, even if a VM hosts a real-time application
with a very small utilization, a full physical CPU core is reserved for
it. This constraint obviously imposes a limit to the total number of
virtual CPUs (and to the number of hosted VMs), creating a scalability
issue that can be addressed by scheduling multiple virtual CPUs on a
smaller number of physical CPU cores through a virtual CPU scheduler
implemented in the host OS kernel or in the hypervisor.

Hypervisors that schedule virtual CPUs often result in a 2-level
scheduling hierarchy: the host/hypervisor scheduler schedules VMs
(or, better, the VMs’ virtual CPUs), and the guest schedulers running
inside each VM schedule the applications’ tasks when the first scheduler
selects the VM. The behavior of such a scheduling hierarchy has been
previously analyzed [25]. For example, real-time guarantees can be
easily provided if the host kernel/hypervisor provides CPU reservations
and the guest scheduler provides fixed priorities [26-31].

Since the latency can be accounted for in schedulability analysis as
a blocking time, if an upper bound L for the latency is known, then
standard real-time analysis can be used to guarantee the respect of the
temporal constraints of virtualized applications even if the host kernel
or hypervisor introduces some latency. Of course, if this upper bound is
too high, then no guarantee can be provided for real-time tasks running
inside a VM.

When OS-level virtualization is used, there is only one single CPU
scheduler (the host kernel scheduler) which is in charge of implement-
ing the scheduling hierarchy. This means that such a scheduler has
exact knowledge of the tasks scheduled inside each virtual environment
(while in the case of hypervisor-based virtualization, the host scheduler
is not aware of the guest scheduler’s decisions). As a consequence,
global scheduling in the guest can be analyzed [32] without the issues
experienced in the case of full hardware virtualization [4]. Moreover,
the host kernel is the only source of latencies for OS-level virtualization.

Standard tools such as cyclictest are commonly used to mea-
sure the worst-case latency introduced by an OS or experienced in a
virtualized environment (introduced by the hypervisor in case of full
hardware virtualization or by the host OS kernel in case of OS-level
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virtualization). Previous work already showed that with off-the-shelf
hardware and properly tuned host kernels or hypervisors, it is possible
to reduce the latency experienced inside a virtual environment to values
that are acceptable for many real-time applications [7].

Finally, in some situations such as the offloading of real-time com-
putations to cloud or edge nodes, the execution of a real-time appli-
cation in a VM (or container) can be considered as an alternative to
execution on bare metal only if the time needed to start the VM is
comparable with the time needed to start the real-time application. In
these situations, even if appropriate scheduling algorithms are used and
acceptable upper-bounds for the latencies are provided VMs are usable
to serve real-time applications only if they can be started in very short
times.

Hence, another important performance metric to be considered
in real-time virtualization is the worst-case startup time. It is known
that OS-level virtualization can help reduce average startup times and
resource consumptions, even if containers are generally considered less
secure than VMs [33]. Startup times and resource consumption can
also be reduced without renouncing full hardware virtualization by
modifying the guest operating system (and its kernel); for example,
using unikernel architectures or small embedded RTOSs.

3. Real-time virtual environments

With some notable exceptions [15], previous work on real-time
virtualization focused on the host OS or hypervisor and only marginally
investigated the effects of other parts of the virtualization stack (or of
the guest OS) on real-time performance, resource usage, and startup
times. However, the guest OS structure can have a huge impact on the
application’s startup time and resource usage. This paper investigates
the latencies, scheduling, resource consumption, and startup time issues
in hypervisor-based and OS-level virtualization when different kinds of
guest OSs are used. In particular, the presented experiments focus on:

* Real-time (Preempt-RT) Linux kernels for OS-level virtualization
(in this case, the host OS kernel is used by the guest, too, and the
rest of the guest OS can be reduced to only a few libraries and
programs)

» Real-time (Preempt-RT) Linux kernels and unikernels (OSv, in
particular) for hypervisor-based virtualization

3.1. OS-level virtualization

In Linux, OS-level virtualization is implemented by using control
groups to account for the usage of kernel resources and namespaces to
control their visibility and provide isolation. User space tools such as
Docker or podman are used to set up the containers; in turn, these
tools use a lower-level container runtime for properly configuring control
groups and namespaces to execute the guest OS inside them.

As previously mentioned, when using OS-level virtualization, the
latencies experienced by guest real-time applications are introduced by
the host OS kernel. Hence, the Preempt-RT patchset [34] has been ap-
plied to the host Linux kernel to provide low latencies to containerized
real-time applications.

The startup times and resource usage can be reduced by optimizing
the container runtime and by running the real-time application in a
reduced guest OS (based on busybox') that avoids starting useless
daemons and services. Even with these optimizations, however, some
container engines seem to introduce additional startup delays, as shown
in Section 4.

L http://www.busybox.net.
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3.2. Hypervisor-based virtualization

Different kinds of hypervisors can be used to implement full hard-
ware virtualization; for example, the hypervisor can directly access the
hardware without using any functionality provided by other software
components (and in this case, it is called “bare-metal hypervisor”), or
can use some functionalities provided by a host OS kernel (and in this
case it is called “hosted hypervisor”). In the Linux environment, the
most common example of bare-metal hypervisor is Xen [5], which is
directly started by the bootloader (or by the BIOS) and takes care of
initializing the hardware, starting at least a guest OS (generally Linux
based), and managing CPU, memory, and other resources without any
help from external components. Moreover, it contains a virtual CPU
(vCPU) scheduler. The most common example of hosted hypervisor,
instead, is KVM [35], which uses the Linux kernel for managing the
hardware and scheduling the virtual CPUs. Summing up, bare-metal
hypervisors are self-contained and have no external dependencies. On
the other hand, they have to duplicate many functionalities generally
implemented in the OS kernel.

When KVM is used, a user-space VMM is responsible for driv-
ing the hypervisor, creating VMs, populating them with vCPUs and
memory, and implementing virtual devices. QEMU [36] is generally
used as a user-space VMM for KVM, but some smaller and more
lightweight VMMs, such as the Intel Cloud Hypervisor? or Amazon’s
FireCracker [37] are also available. In general, these lightweight VMMs
allow for reducing the boot times and the resource consumption, and
even QEMU implemented a lighter VM model called microvm.?

All the KVM-based VMMs create a thread per vCPU (this is often re-
ferred to as vCPU thread); since such threads are scheduled by the Linux
CPU scheduler, the kernel is responsible for scheduling the vCPUs.
This means that real-time scheduling policies such as SCHED_FIFQ,
SCHED_RR, or SCHED_DEADLINE can be used to schedule the VMs’
vCPUs.

3.3. Guest OS optimization

Unikernels are a specialized form of library OSs [38,39] in which
the OS kernel is designed as a library to be linked to user applications.
This allows for reducing the system call overhead and opens the way
for kernel customization by removing the subsystems that are not
needed/used by the application.

The unikernel approach takes this idea to the limit [40], allowing
to build kernels that serve one single application and removing the
overhead introduced by memory protection (a unikernel is designed to
execute inside a VM, which already implements a protection domain;
hence, the kernel does not need to implement any kind of protection).
As a result, a unikernel-based system consumes fewer resources and
provides better performance.

Although there has not been much previous research on real-time
unikernels, it might be conjectured that unikernels also provide better
real-time performance (lower latencies). However, this kind of reason-
ing can sometimes be dangerous and lead to wrong conclusions; for
example, since bare-metal hypervisors like Xen [5] are much smaller
and simpler than hosted hypervisors (plus the host kernel) such as
KVM+Linux [35], many people think that bare-metal hypervisors in-
troduce smaller latencies than hosted hypervisors. This is, however,
not the case, as latencies introduced by KVM+Linux actually have a
smaller upper bound than the latencies introduced by Xen [7] (probably
because Linux and KVM have been fine-tuned for real-time performance
for a long time, while support for real-time applications in Xen did
not receive as much attention). Hence, it is important to run some

2 https://www.cloudhypervisor.org.
3 https://www.qemu.org/docs/master/system/i386,/microvm.html.
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systematic sets of experiments to evaluate the suitability of the guest
OS (unikernel-based, in this case) for real-time applications.

While some unikernels provide a specialized Application Program-
ming Interface (API) and require developing the guest applications
according to such a non-standard API, others try to support some
standard API such as POSIX. Other unikernels even try to provide
Application Binary Interface (ABI) compatibility with Linux so that
native Linux applications can be executed on the unikernel without re-
quiring a recompilation. However, not all the Linux system calls (or the
glibc functions) are currently implemented, and some functionalities
might be missing. To support the execution of real-time applications,
the guest OS must support fixed-priority scheduling [41] so that the
compositional scheduling framework analysis [25] can be used. More-
over, real-time applications need high-resolution timers and are often
composed of periodic tasks that can be implemented efficiently, ac-
curately, and without race conditions if the clock_nanosleep ()
call (with the TIME_ABSTIME flag) is supported. These are the main
features that have be analyzed in previous work [15] for various
unikernels. In such a previous work, some candidate unikernels have
been analyzed, identifying in OSv [42] the best candidate for serving
real-time applications.

OSv is based on a kernel developed from scratch in C++, which
is able to parse dynamic ELF executables and directly link to them.
While this approach does not allow discarding the kernel subsystems
not used by the application (for example, the virtual filesystem and
the ZFS code are used even if the application does not access the
filesystem), it greatly improves the applications’ performance. Cur-
rently, OSv provides ABI compatibility with Linux/glibc so that it can
execute native Linux applications without requiring to recompile them.
Patches for supporting fixed-priority scheduling with the POSIX API
and the clock_nanosleep()/clock_gettime () system calls are
available and provide the features needed to run real-time applications.
Hence, OSv will be used in this paper as an example of unikernel to
compare the unikernel approach with traditional guest OS kernels such
as Linux.

4. Evaluation

This section presents some measurements to evaluate the real-time
performance of different virtualization mechanisms and guest solutions.
A large number of experiments have been performed on different
machines based on the x86_64 architecture, using both AMD and Intel
CPUs. All the experiments provided consistent results, and this section
reports the ones performed on a system based on an AMD Ryzen 7
5700U CPU running at 1.4 GHz with 16 GB of RAM and an Intel
NVMe disk large 1024 GB. Since previous work [7,15] showed that
using a real-time Linux version in the host greatly improves the real-
time performance, a Preempt-RT Linux kernel (in particular, 6.2.14-rt3
configured to maximize the determinism of the execution times [43])
has been used. The experiments have been performed using Ubuntu
23.10 (installed in a single ext4 partition).

4.1. Latency

The latencies introduced by the various virtualization mechanisms
have been evaluated by running cyclictest in a guest with OS-level
virtualization and full hardware virtualization using Linux or OSv as a
guest kernel. To increase the probability of triggering the worst-case
latency in a short time, a “stress workload” (based on benchmarks that
are known to cause high latencies*) has been executed as non-real-time
on the host.

4 wiki.linuxfoundation.org/realtime/documentation/howto/tools/
worstcaselatency.
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Fig. 1. Experimental CDF of the latencies measured by cyclictest with period
100 ps in various kinds of virtual environments on an AMD Ryzen 7 5700U CPU running
at 1.4 GHz.

Table 1
Worst-case latencies measured by cyclictest with period 100 ps in various kinds of
virtual environments on an AMD Ryzen 7 5700U CPU running at 1.4 GHz.

KVM/Preempt-RT KVM/OSv KVM/Linux
51 ps 85 ps 92 ps 484 ps

Podman

Fig. 1 shows the experimental Cumulative Distribution Function
(CDF) of the latencies measured on the AMD Ryzen CPU mentioned
above, when the cyclictest period is set to 100 ps. The x-axis is cut to
50 ps to make the figure more understandable, so the long tails of some
of the CDFs are not visible; hence, the worst-case latencies are reported
in Table 1. Here, “podman” refers to cyclictest running in a podman
container, while KVM / {Preempt-RT, OSv, Linux} refer to cyclictest
running in a KVM/QEMU® VM with a guest OS based on Preempr-RT,
OSv, or vanilla (non-real-time) Linux.

From the figure, it is possible to notice that all the virtual environ-
ments introduce small latencies; the OSv curve initially increases faster
than the other curves, but then has a longer tail (this seems to indicate
that OSv has been optimized for reducing the average latency, but has
a larger worst-case). The table shows that OS-level virtualization allows
minimizing the worst-case latency, while when using KVM/QEMU,
Preempt-RT performs slightly better than OSv; the non-real-time Linux
kernel, instead, provides a much larger worst-case latency even if the
shape of its CDF plot is similar to the Preempt-RT one.

The results obtained using the Intel Cloud Hypervisor are not shown
but are similar to the KVM/QEMU ones.

Summing up, as noticed in previous papers, OSv results in a smaller
average latency, although the OSv CDF has a longer tail that is not
present in the Linux CDF when Preempt-RT is used. This probably
happens because Preempt-RT kernels have been optimized to reduce
the maximum latency at the cost of increasing the average values.

4.2. Boot times and memory consumption

The results presented in the previous section confirm that using both
a Linux-based OS or OSv as a guest makes it possible to support real-
time applications with quite strict temporal requirements. However, the
boot times and the resource consumption of a Linux-based OS can be
too large.

5 Here, KVWM/QEMU indicates the usage of the QEMU VMM with the KVM
hypervisor.
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Table 2

Linux Boot/Shutdown times.
Virtualization mechanism Worst-case Average
QEMU/Linux 1489 ms 1408 ms
QEMU/Linux with PVH 1310 ms 1235 ms
QEMU/Linux microvm 569 ms 484 ms
Linux with Cloud Hypervisor 451 ms 386 ms

The fact that the Linux boot time can be too large has been ver-
ified by starting a VM containing a simple busybox-based guest that
immediately shuts down and measuring the time QEMU needs to boot
and shut down the OS. The first experiments were based on a minimal
KVM/QEMU VM, with one vCPU and 1 GB of RAM; the guest is
stored in an initramfs (large about 5 MB). The worst-case (maximum)
boot/shutdown time over 100 runs has been measured as 1489 ms, with
an average value of 1408 ms; in some situations, having to wait for
almost 1.5 s to start an application is not acceptable. These boot times
can be reduced by using a para-virtualized boot protocol (for example,
using PVH®) and a lighter VM model, such as QEMU’s microvm.

Table 2 shows the worst-case and average times needed to boot/
shutdown a KVM-based VM when a standard Linux kernel is used
for the guest OS. It can be noticed that while PVH provides some
improvements, the lighter VMM reduces the times to less than half.
Moreover, the kernel build-time configuration can be optimized to
reduce the boot times further, as will be shown in Table 3.

Another way to decrease the startup times for virtualized applica-
tions is to use OS-level virtualization or unikernel guests. To verify
this, the experiment has been repeated using a container started with
podman (using a pre-downloaded container image based on busybox).
In this case, the worst-case boot/shutdown time over 100 runs is 552 ms,
and the average is 325 ms, showing a surprisingly large variability in
the execution times. In order to investigate the source of these large
startup times, the experiment has been repeated using Docker instead
of podman, obtaining again a very high worst-case boot/shutdown
time (593 ms). The podman experiment has then been repeated using
an already-setup rootfs instead of a container image that the container
manager has to uncompress and extract somewhere on the filesystem.
However, this change did not result in noticeable improvements in
the startup times, showing that the delay is not due to the rootfs
setup mechanism. Further investigation revealed that most of the large
startup delays were caused by the time spent in setting up the network
namespace (the mechanism used to isolate the container from the
network). Creating containers without network isolation resulted in a
worst-case startup/shutdown time of 285 ms (294 ms using Docker).
Finally, the containers have been created by directly invoking the low-
level container runtime (runc and crun have been tested) instead of
using a higher-level container manager such as podman. In this case,
the startup times decreased to a few tens of milliseconds.

Table 3 reports the boot/shutdown times for KVM-based virtual
machines (using QEMU or the Intel Cloud Hypervisor as a VMM) with
an optimized Linux kernel or OSv as a guest, and for OS-level virtual-
ization using high-level container engines (Docker and podman) or
low-level container runtimes (crun and runc).

The table shows that unikernels allow decreasing the boot times
without renouncing full hardware virtualization (for example, OSv
provides boot/shutdown times smaller than podman). When using the
Intel Cloud Hypervisor, OSv provides boot/shutdown times smaller
than 100 ms. Moreover, the Intel Cloud Hypervisor allows achieving
boot times smaller than the podman/Docker ones even when using
a standard Linux kernel (and even when the containers are started
without network isolation).

6 https://stefano-garzarella.github.io/posts/2019-08-23-gemu-linux-
kernel-pvh.
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Fig. 2. Worst-case Boot/shutdown times for the KVM/QEMU microvm with different
configurations.

Table 3

Boot/Shutdown times with various virtualization technologies.
Virtualization Worst-Case Average
Linux 1276 ms 1198 ms
Linux with PVH 1069 ms 985 ms
Linux with microvm 316 ms 274 ms
Linux with Cloud Hypervisor 237 ms 188 ms
OSv 235 ms 168 ms
OSv with microvm 133 ms 88 ms
OSv with Cloud Hypervisor 78 ms 58 ms
PodMan 552 ms 325 ms
PodMan from rootfs 510 ms 305 ms
Docker 593 ms 462 ms
PodMan no network isolation 285 ms 254 ms
Docker no network isolation 294 ms 240 ms
crun 19 ms 15 ms
runc 42 ms 25 ms

Finally, the results obtained with the low-level container runtimes
(and especially with crun, which has been optimized to reduce the
startup times) show that they provide good performance, even if they
are not comparable with the native execution of the application on
the host OS (on the test machine, a simple “/bin/true” application
is executed in less than 2 ms). Anyway, the table also shows that
full hardware virtualization is competitive with containers handled by
a high-level container manager (and even KVM/QEMU - using the
microvm architecture — with an optimized Linux guest can provide boot
times comparable with the startup times of podman containers).

To check how the various solutions scale, the experiment has been
repeated with different numbers of vCPUs and different amounts of
virtualized RAM. When using OS-level virtualization, the number of
vCPUs and the amount of virtualized RAM are imposed by the container
runtime by limiting the amount of resources used by the containerized
applications. Hence, the only variations in boot times can be caused
by the overhead introduced by CPU scheduling or by the memory
controller. Some experiments with podman, however, revealed that
such an overhead is not significant, and the containers’ startup times
are not affected by the number of vCPUs or by the amount of RAM.
Using hypervisor-based virtualization, instead, the VMM has to create a
thread for each vCPU, and to perform a large memory allocation for the
guest’s memory. Hence, the boot times can be affected by the number
of vCPUs and by the VM memory size.

Figs. 2 and 3 show the results (maximum and average times)
obtained with a KVM/QEMU microvm booting a guest Linux kernel.
As it is possible to notice, increasing the guest RAM generally increases
the boot/shutdown times; the same effect can be seen when increasing
the number of vCPUs from 2 to 8. However, increasing the number of
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vCPUs from 1 to 2 decreases the boot times; this is probably due to
the fact that the guest Linux kernel is able to take advantage of the
additional vCPU, parallelizing the boot process.

The decrement in boot times when increasing the number of virtual
CPUs from 1 to 2 is not visible in the OSv boot/shutdown times (Figs. 4
and 5), indicating that OSv is not able to parallelize the boot process.
Finally, Figs. 6 and 7 show the results obtained using the Intel Cloud
Hypervisor to boot a Linux kernel: in this case, the number of vCPUs
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does not impact too much on the boot times, while increasing the
amount of memory allocated to the guest increases the boot times.

The resource consumption of the various virtualization mechanisms
evaluated in this section has been estimated by using the pmap tool to
measure the amount of host memory reserved for the VMs. In the case
of full hardware virtualization, the VMM is generally implemented as a
single process, and it is possible to apply pmap to such a process. Since
the guest address space will be part of the VMM process address space,
it represents the main contribution to the VM’s memory usage. Some
simple experiments revealed that a KVM/QEMU VM can boot the Linux
kernel and successfully run cyclictest if the guest address space
is at least 128 MB of memory (this can be set by using the gemu-
system-x86_64 “-m” option). According to pmap, this results in
reserving about 399 MB of the host memory, and using the microvm
architecture does not help in reducing the memory usage. A similar
experiment revealed that OSv (running the cyclictest application)
can be booted by a VM equipped with only 16 MB of memory (still
reserving about 272 MB of host memory).

Using the Intel Cloud Hypervisor did not help much in reducing the
needed amount of memory, as it requires 128 MB of guest memory to
boot Linux and successfully run cyclictest, reserving about 340 MB
of host memory. Similarly, it requires 16 MB of guest memory to boot
OSv, reserving about 225 MB of host memory.

On the other hand, running cyclictest inside a container started
by crun only consumed about 18 MB of host memory (11 MB for
the cyclictest process itself, plus 7 MB used by crun), while a
container started by runc reserved more than 100 MB of host memory.
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Table 4

Example real-time taskset.
Task (e} T
7, 10.321 ms 34 ms
7, 1.57 ms 40 ms
7, 6.3 ms 65 ms
73 1.72 ms 90 ms
7 14.712 ms 98 ms
75 19.691 ms 123 ms
74 3.44 ms 128 ms
7, 23.266 ms 164 ms
73 89.843 ms 236 ms
7y 20.937 ms 257 ms

4.3. Scheduling

While the vCPUs have been previously scheduled with fixed prior-
ities to reduce the latencies measured by cyclictest, reservation-
based scheduling is generally used to improve the scalability by sharing
physical CPU cores between multiple vCPUs. This means that the ith
vCPU of the VM can execute for a reserved runtime Q; every period P,.

For KVM-based VMs, the user-space VMM creates one thread per
vCPU, and the SCHED_DEADLINE scheduling policy can be used to
schedule the VMM'’s vCPU threads. Previous works verified that this
kind of setup allows to guarantee the respect the guest’s temporal
constraints [4] and proposed various solutions for dimensioning the
vCPUs runtimes and periods [31].

When using OS-level virtualization, instead, the mainline Linux ker-
nel does not provide appropriate scheduling support for real-time con-
tainers. However, out-of-tree patches exist for implementing
reservation-based scheduling for control groups (and hence contain-
ers) [32]. Moreover, a modified version of Kubernetes named RT-
K8 [44] allows the creation of real-time containers that use this
real-time control group scheduler. Since the same runtime Q and period
P are used on all the vCPUs, this solution requires using a global
scheduler in the guest. Notice that this is not an inherent limitation of
the scheduler but only a simplification in the interface of the real-time
control groups.

Since using a hypervisor and VMM the host scheduler (selecting
the vCPU to be executed) and the guest scheduler (selecting the real-
time tasks to be executed on the vCPU selected by the host scheduler)
do not communicate, this scheduling solution allows to guarantee the
respect of temporal constraints only if the guest scheduler is based
on a partitioned approach. For example, suppose the guest scheduler
uses a global fixed priority algorithm and multiple real-time tasks are
ready for execution. In this case, the guest kernel can schedule the
highest-priority real-time task on a vCPU which has not been selected
for execution by the host scheduler. Hence, the highest-priority real-
time task ready for execution is not scheduled on a physical CPU (while
lower-priority real-time tasks are), breaking some of the assumptions
made by the schedulability analysis (see [4] for more details and exam-
ples). Moreover, the amount of CPU time to be reserved when using a
partitioned scheduling solution is smaller than the amount of CPU time
to be reserved when using a global scheduler in the guest [31]. To see
a practical example of these effects, consider one of the tasksets used in
previous works to compare various scheduling solutions.” This taskset,
displayed in Table 4, is composed of 10 tasks z; and has a utilization
U= Z?=0 % = 1.4. Using the “Ovh” heuristic algorithm [31], the tasks

i

can be partitioned over 2 vCPUs allocating {7, 73,74, 77} on the first
vCPU and {7, 1,,75, 74,73, 79} On the second one. Then, CSF analysis
guarantees that every task respects its deadlines if the first vCPU is
scheduled with a (Q, = 7.5 ms, Py = 11 ms) reservation and the second

7 The tasksets have been randomly generated using the RandFixedSum
algorithm [45].
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Fig. 8. Experimental CDF of the normalized response times for a set of periodic
real-time tasks executed in a QEMU VM with 2 or 4 vCPUs, or in an RT-K8 container.

vCPU is scheduled with a (Q, = 27.5 ms, P; = 33 ms) reservation. This
means that the first vCPU consumes 7.5/11 = 68.18% of a physical CPU
core, while the second vCPU consumes 27.5/33 = 83.33% of a physical
CPU core. If no physical CPU core has 83.33% idle time, then the VM is
not schedulable. Using again the “Ovh” heuristic to partition the taskset
on 4 vCPUs, we end up with {ry, 73} on the first vCPU, {r|,74} on the
second vCPU, {r,, 75, 7, 79} On the third vCPU, and {73, ;} on the fourth
vCPU. Then, CSF analysis computes (Q, = 8.5 ms, P, = 12 ms), (Q; =
2.5 ms, P| = 11 ms),(Q, = 5.5 ms, P, = 14 ms),(Q3 = 2 ms, Py = 11 ms)
consuming 70.83%, 22.73%, 39.29%, and 18.18% of physical CPU
cores. Hence, this VM has a higher probability of being schedulable.

If, instead, global scheduling is used, then MPR analysis [46,47], as
implemented by CARTS [48] or similar tools,® can compute appropriate
runtimes and period. For example, the previous taskset results to be
schedulable on 2 vCPUs when they are allocated a total runtime of
17.5 ms every 10 ms; since the real-time control group scheduler men-
tioned above allocates the same runtime on all the control group cores,
this means assigning (Q, = 8.75 ms, Py = 10 ms),(Q; = 8.75 ms, P, =
10 ms). The container is hence allocated 175% of a CPU core, while
partitioned scheduling requires about 151% of a CPU core.

To verify the practical usability of the previous design, the rt-
app application® has been used to execute the taskset of Table 4 in a
KVM/QEMU VM with 2 or 4 vCPUs (scheduled as mentioned above)
or in an RT-K8 container with 2 CPU cores reserved as mentioned
in the previous analysis. Fig. 8 shows the experimental CDF of the
normalized response times (defined as response time of a task activation
divided by the task period) of the various tasks. Notice that a normal-
ized response time smaller than 1 indicates that the task’s deadline
is respected. Hence, since all the CDFs shows a 100% probability to
have a normalized response time smaller than 1, all the temporal
constraints are respected and the practical implementation matches
with the theoretical analysis. Being based on CPU reservations, this
guarantee is not affected by other real-time or non-real-time containers
running on the same host (as soon as the (Q;, P;) CPU reservations for
all the vCPUs pass an admission test based on schedulability analysis).
To verify this property, the experiment has been repeated adding other
SCHED_DEADLINE tasks and VMs with vCPU threads scheduled by
SCHED_DEADLINE, with a CPU utilization U = 5 (the CPU has 8
cores), verifying that all the tasks are schedulable. The results did not
show any visible change in the CDF of the normalized response times,
which was almost indistinguishable from Fig. 8.

8 http://retis.santannapisa.it/luca/RTVM.
9 https://github.com/scheduler-tools/rt-app.
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executed on the first vCPU of a QEMU VM, scheduled with runtime 7.5 ms and period
11 ms.

This strange result can be explained by remembering that thanks
to CPU reservations every vCPU thread is guaranteed to execute for a
runtime Q; every P, (if the reservation is schedulable), and interferring
tasks (or VMs) can only delay the allocation of the runtime inside a
reservation period of size P,. As an example, considering the VM with
2 vCPUs and partitioned scheduling, the first VM is reserved 7,5 ms
every 11 ms, hence interferring VMs or real-time tasks can only delay
this CPU allocation by 11 ms — 7.5 ms = 3.5 ms. Compared to the
tasks’ periods, this is a small amount of time, hence the differences in
the normalized response times can be hardly noticed. Focusing on one
single task with a small period (for example, 7, = (10.321 m, 34 ms))
the effect of interferring tasks/VMs becomes more visible, as shown in
Fig. 9. As it is possible to notice, the interferring real-time workload
makes the response times less predictable, but they are still smaller
than the task’s period. This effect only depends on the host/hypervisor
scheduler and does not depend on the guest scheduling strategy; hence,
the interferring workload has the same effect on KVM-based VMs and
on containers based on OS-level virtualization.

While the previous examples show that reservation-based schedul-
ing can protect VMs and containers from interference of CPU-hungry
co-located containers and VMs, interferring virtualized workload that
have a memory-hungry or I/0-hungry behavior can create some hard-
to-control interference, that should be accounted for in the schedulabil-
ity analysis [49-51]. Fortunately, some techniques have been proposed
in literature to control such an interference [52-55].

Some modern CPUs even provide hardware mechanisms to control
such an interference; for example, Intel Resource Director Technology
(RDT) [56] can be integrated both with OS-level virtualization'® and
with hypervisors such as KVM [57].

5. Conclusions

This paper evaluated the possibility of running real-time appli-
cations, characterized by some temporal constraints, in virtualized
environments. To be considered as a feasible alternative to the direct
execution on bare hardware or on an RTOS, such virtual environments
must provide low startup times, consume a limited amount of resources,
introduce low latencies, and provide appropriate real-time scheduling
policies. Hence, the startup times, resource consumption, latencies, and
schedulers of different virtualization technologies and guest operating

10 https://intel.github.io/cri-resource-manager/stable/docs/policy/rdt.html.
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systems (assuming Linux with Preempt-RT as a host kernel) have been
evaluated.

The results indicate that containerization mechanisms based on OS-
level virtualization introduce very low latencies. Moreover, although
some container engines might end up with non-negligible startup times,
low-level container runtimes such as crun and runc provide very low
startup times. Finally, hypervisor-based VMs can be competitive with
these technologies. In particular, using a lightweight VMM such as the
QEMU microvm or the Intel Cloud Hypervisor allows for reducing guest
boot times (especially for unikernel guests). Properly configured VMs
are also able to limit the introduced latency, if an appropriate guest
such as Preempt-RT is used. Guests based on a lightly-patched version
of the OSv unikernel also introduce low latencies, slightly larger than
the ones introduced by KVM/QEMU but comparable with them.

As future work, the evaluation will be extended using some more re-
alistic and complete real-time applications instead of micro-
benchmarks. Moreover, interferences by virtualized real-time applica-
tions with memory-intensive or I/O-intensive behaviors will be ana-
lyzed to check if OS-level virtualization and hypervisor-based virtu-
alization can help in controlling such interferences; technologies like
Intel RDT or similar will be integrated with the hypervisor and the
containerization mechanism to verify their effectiveness in virtualized
environments.

Other guest OSs (based on different kinds of unikernels or real-time
kernels) will also be considered and evaluated. Moreover, inter-task and
inter-container communications will be analyzed.
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