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Abstract
This opening paper for the topical collection on digital sovereignty explores the 
theoretical underpinnings and practical applications of the concept. The paper gives 
a brief overview of the traditional concept of sovereignty, discussing its applications 
to the digital. Moreover, it examines the tension between the borderless nature of 
cyberspace and the territorial basis of traditional sovereignty. The analysis high-
lights different perspectives on digital sovereignty, from state-led strategies aimed 
at controlling data and infrastructures to Indigenous approaches emphasizing self-
determination and sovereignty over data. It further investigates the application of 
the concept to the infrastructural components of cyberspace, including submarine 
cables and cross-border data flows. The possibility of entrenching rules in the code 
of cyberspace is analysed highlighting regulatory ambitions and digital policies 
from China, Russia and the EU. This paper provides a foundational framework 
for the topical collection, proposing interdisciplinary approaches to address the 
complexities of digital sovereignty and its implications for global governance and 
politics.

Keywords  Digital sovereignty · Data sovereignty · Indigenous data sovereignty · 
Data

1  Introduction - Why Digital Sovereignty Matters

As an introduction to the topical collection “Reframing Digital Sovereignty: Theo-
retical and Practical Dimensions of Power in Cyberspace” this paper aims to shed 
light on some possible avenues of research that can give a contribution (empirical 
or theoretical) to some key points that remain unclear. Digital sovereignty has been 
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widely discussed across various domains. The term emerged in the Chinese discourse 
at the turn of the 21st century, at the end of the Cold War, under the name of cyber/
network sovereignty (网络主权), as a way of resisting the expansion of the U.S. 
digital power. During this period, the U.S. promoted “soft power” through informa-
tion technologies, viewing them as tools for democratization and liberalization. This 
geostrategy, rooted in internet decentralization and non-territorial networks, was seen 
by Chinese scholars as a Western hegemonic project, exemplified by the U.S. domi-
nance in internet governance infrastructure, such as on the Internet Corporation for 
Assigned Names and Numbers (ICANN) (Cong & Thumfart, 2022). A parallel trend 
has emerged in the recent years following from the French initiative to establish 
its “sovranité numerique”1 against the penetration of US big tech, such as Google, 
Amazon, Facebook, Apple, and Microsoft (GAFAM). The Snowden Scandal in 2013 
was a pivotal moment that boosted this debate. The Snowden case involved Edward 
Snowden, a former NSA contractor, who leaked classified documents in 2013 reveal-
ing extensive global surveillance programs by the NSA and its partners, including 
mass data collection on citizens, governments, and corporations.2 The 2014 French 
National Digital Council consultations highlighted digital sovereignty’s importance 
for national sovereignty. In response to the dominance of Big Tech, the resulting 
economic dependence and value transfer necessitate regulatory measures that bal-
ance free movement and freedom with the need for sovereignty in the digital domain 
(Gueham, 2017).

Starting from the seminal paper of Couture and Toupin (2019), a vibrant debate 
has burgeoned among philosophical, legal and political scholar around the question 
of digital sovereignty. Digital sovereignty has become an increasingly salient topic 
in contemporary discourse as governments, institutions, and political actors grapple 
with the regulation and control of digital infrastructures, data flows, and technologies.

Covid was considered among scholars (Gábriš & Hamuľák, 2021; Thumfart, 2021; 
Tretter, 2023) and policymakers (Madiega, 2020) as a wake-up call for the need of 
digital sovereignty. As Floridi points out, the failure to establish a state-based solu-
tion to contact-tracing apps for the pandemic forced European states (such as Great 
Britain, Germany and Italy) to lean on Google and Apple APIs (Floridi, 2020, p. 1).

Evidence of the relevance of digital sovereignty is the fact that the new designate 
EU Commission (2024–2029) has among its portfolios “Tech Sovereignty, Security 
and Democracy”,3 highlighting the cardinal role that sovereignty over technology 
covers within EU policymaking.

Across the Atlantic, despite hosting most major technology corporations, the 
United States4 is not immune to the need of sovereignty over digital technologies. 
Critical events that have disrupted the global order, such as the war in Ukraine, have 

1  Les Echos - De la souveraineté en général et de la souveraineté numérique en particulier - Archives.
2  Edward Snowden: the whistleblower behind the NSA surveillance revelations| The NSA files| The 
Guardian, accessed on the 1/12/2024.

3  3b537594-9264-4249-a912-5b102b7b49a3_en, accessed on the 1/12/2024.
4  The United States dominates global technology with top-ranked companies like Apple, Microsoft, 
Alphabet, Amazon, and Nvidia leading in technological sector (Top 10 tech companies by market cap 
2024 | Statista).
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prompted states to reconsider the reliance on private corporations to execute their 
policy objectives. Elon Musk’s decision of shutting down Starlink satellites to stop 
Ukrainian military engagement in Crimea prompted US policymakers to investigate 
the need for state-controlled infrastructures.5 Even more, global challenges such as 
the uncertainty over the Taiwan-China tension have brought the US and the EU to 
invest massive resources in bolstering autonomous capacity over semiconductors and 
critical raw materials.6 States and supranational entities (such as the EU) attempt 
to territorialise (Lambach, 2020) cyberspace, trying to adapt the elusive borders of 
cyberspace to the traditional territorial divisions of states.

The concept, while diverse in its interpretations, fundamentally revolves around 
the question of how a sovereign authority—historically tied to territorial and geo-
graphic boundaries—can be rearticulated in the digital domain. This rearticulation 
is not merely an abstract theoretical issue but has direct implications for economic 
policy, security governance, and the regulation of information flows in a globalized 
and interconnected world. The following sections will be devoted to discussing some 
critical properties of digital sovereignty from a philosophical and political angle. This 
investigation is far from exclusive and can be considered as a reckoning of some 
open issues to spur a broader investigation.

2  What Is Sovereignty?

In this section, a brief reckoning of the traditional notion of sovereignty will be car-
ried out. Sovereignty is one of the most foundational concepts in modern political 
thought, serving as a bridge between politics, political philosophy, and international 
law. One of the first authors to discuss the concept was the French jurist Jean Bodin, 
who, in his book “Six Livres de la Republique”, published in 1576, in which he 
defines it as “the most high, absolute, and perpetual power over the citizens and 
subjects in a Commonwealth” (in Beaulac, 2003). A tangent line to the philosophical 
and juridical discourse was the historical events that led to the Peace of Westphalia 
(1648) in which it is conventionally assumed that the European kingdoms recognized 
the respective borders, defining what would be later called the “Westphalian concep-
tion” (Armstrong, 1993), abiding by two principles: (1) countries must refrain from 
interfering in each other’s internal affairs in political and religious affairs; (2) each 
reign holds supreme authority within its territorial boundaries.

Thus, commonly the birth of the modern notion of a “sovereign state” is attributed 
to the condition in which European states found themselves after the Peace of West-
phalia in 1648, formalising the mutual control over their own territories vis-à-vis the 

5  Elon Musk’s refusal to have Starlink support Ukraine attack in Crimea raises questions for Pentagon| AP 
News, accessed on the 1/12/2024.

6  The United States and the European Union have initiated significant legislative measures to secure criti-
cal raw materials essential for their economic and strategic interests. In August 2022, the U.S. enacted 
the Inflation Reduction Act, which, among other provisions, offers tax incentives to bolster domestic pro-
duction of critical minerals vital for clean energy technologies. Concurrently, the EU proposed the Criti-
cal Raw Materials Act in March 2023, aiming to strengthen the entire value chain—from extraction to 
recycling—of critical raw materials within the Union, thereby reducing dependency on external sources.
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claims coming from the Emperor and the Pope, as well as from other states. While 
the role of Westphalia as a turning point in the origin of the “sovereign state” has 
been challenged multiple times on a factual basis (Croxton, 1999; Osiander, 2001; 
Piirimäe, 2010; Shibasaki, 2014), this is a symbolic date that international relations 
scholars associate with the emergence of the modern concept, in which we find the 
key architecture of the balance of power between European states: the extension (and 
mutual exclusion) of the authority and legitimacy of a state over a defined terri-
tory and people. Regardless of the historical accuracy of the Peace of Westphalia as 
the “origin” of the sovereign space, we can discuss, from an analytical perspective, 
the conceptual components of the idea of sovereignty. We can define sovereignty as 
“supreme legitimate authority within a territory” (Philpott, 1995, p. 357). Two key 
terms define this concept:

Authority refers to the recognized right to rule, involving a structural relationship 
between rulers and the ruled. Authority operates as a hierarchical relation, where 
legitimacy arises from the shared recognition of system in which the state possesses 
the monopoly over force (Weber, 1978).

Territoriality aligns political authority with spatial boundaries, consolidating 
hierarchies within a defined space. It replaces earlier, overlapping claims of authority 
in the medieval world, with centralized control by the state over political, economic, 
and religious activities. The territorial principle distinguishes internal from external 
control, reinforcing state authority over its jurisdiction and creating a mechanism of 
mutual recognition of the authority of a state over its territory. One central distinc-
tion in sovereignty studies is between what we could call de jure sovereignty, which 
denotes the formal authority recognized by law, and de facto sovereignty, which 
refers to the effective exercise of power on the ground (Geenens, 2016). De jure 
sovereignty reflects the legal status conferred upon a state by international law, trea-
ties, and external recognition. This status arises from widely upheld conventions that 
presume each state’s right to govern a delimited territory without interference. As a 
result, de juresovereignty is treated as indivisible and absolute, implying that a state’s 
legitimacy flows from external acknowledgment of its rightful jurisdiction.

In contrast, de facto sovereignty draws attention to whether a state can effectively 
wield power within, and sometimes beyond, its own boundaries. This entails consid-
ering the degree to which a government can enforce laws, collect taxes, protect citi-
zens, and provide public goods. Real-world governance is rarely so neat: the presence 
of powerful nonstate actors—international organizations, multinational corporations, 
and NGOs—complicates any assumption of exclusive control. Moreover, foreign 
powers may intervene militarily or economically, further diluting a government’s 
effective command over domestic affairs. Even states with extensive formal recogni-
tion may fail to fulfill basic governance functions, revealing a discrepancy between 
nominal authority and on-the-ground realities (Agnew, 2005).
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3  Sovereignty Applied to the Digital World

In the context of the digital world, the application of these ideas becomes more com-
plex, as there is no universally accepted definition of digital sovereignty. Various 
authors have approached the concept from diverse perspectives, attempting to cap-
ture its elusive nature. The concept of sovereignty emerged (as we saw succinctly 
in the introduction) in the policy discourse revolving around the strategic autonomy 
of states over the digital. As such, the main objective was not to put forth a philo-
sophically sharp definition, but an actionable term that could inform and influence 
the actions of political bodies. Although there has been attempt to clarify the term, it 
remains somewhat opaque.

Here, I will briefly explore existing definitions to establish a foundation for fur-
ther discussion. The normative and democratic implications of digital sovereignty are 
explored by Couture and Toupin (2019), who analyse how governments and other 
actors invoke sovereignty in relation to digital technologies. They argue that the rise 
of digital sovereignty reflects the enduring power of nation-states, despite critiques 
of state authority in the face of globalization. Couture and Toupin offer two possible 
interpretations of sovereignty: one that pertains to the state (or the community), and 
one to the individual. They elaborate on the idea of sovereignty as:

The capacity for collectivities (states, communities, social movements, etc.) to 
innovate and/or engage in technological development (for instance by stimu-
lating national innovation for economic forms of nationalism in the case of 
state or developing free software or autonomous infrastructures for civil society 
organizations)

and

The security and/or privacy of individuals or collectives, and in relation to the 
ownership and control over data related to oneself, citizens, or a state (Couture 
& Toupin, 2019, p. 2317)

Pohle and Thiel (2020) extend this analysis, identifying state autonomy, economic 
self-determination, and individual rights as key dimensions of the debate, as well as 
the tensions between an “exceptionalist” understanding of cyberspace. Their defini-
tion is:

The idea that states should reassert their authority over the internet and protect 
their citizens and businesses from the manifold challenges to self-determination 
in the digital sphere (Pohle & Thiel, 2020).

Moerel and Timmers (2021, p. 8) connect it with the idea of strategic autonomy, 
which they define as “the ability to decide and act autonomously on the essential 
digital aspects of our longer-term future in the economy, society, and democracy”.

Glasze et al. (2023) emphasize the geopolitical significance of digital sovereignty, 
arguing that states, both authoritarian and democratic, are increasingly adopting terri-

1 3

Page 5 of 19     27 



Digital Society            (2025) 4:27 

torial strategies to control digital infrastructures and data flows. They assert that digi-
tal sovereignty has become a tool of strategic power, enabling states to protect their 
digital assets from external influence. This has led to renewed interest in national 
control over digital spaces, challenging earlier notions of a borderless global infor-
mation society.

A significant trend has focused on the EU attempt to establish digital sovereignty. 
Bellanova et al. (2022) examine the European Union’s pursuit of digital sovereignty 
as part of its broader security and governance strategy. They identify three approaches 
to digital sovereignty—traditional, post-sovereignist, and post-traditional—each 
reflecting different strategies for managing digital infrastructures. Moreover, they 
argue that digital sovereignty has both direct and indirect effects on European secu-
rity integration, as the EU seeks to build independent infrastructures and reduce reli-
ance on foreign technologies.

Other scholars, such as Roberts et al. (2021) and Sheikh (2022), focus on the insti-
tutional dynamics within the EU. Roberts et al. (2021) argue that while the EU lacks 
a cohesive vision of digital sovereignty, the concept has become central to policy 
debates on data governance, platform regulation, and cybersecurity, investigating the 
quest for legitimacy in the EU discourse on digital sovereignty. Sheikh (2022) pro-
poses a “full stack” approach to digital policy, advocating for tailored strategies that 
address the EU’s varying capabilities across different digital sectors by considering 
each technological layer.

Floridi (2020) argues that digital sovereignty is more effectively implemented at 
the EU level extending it to AI and 5G sovereignty, covering various aspects of Euro-
pean technologies. This approach complements national sovereignty by establishing 
a supranational framework, offering harmonization and integration, counterbalancing 
multinational corporations. Popular sovereignty remains the ultimate source of legit-
imacy, but its expansion to support supranational sovereignty requires innovative 
mechanisms. Furthermore, Floridi conceptualises sovereignty as a relational, non-
rivalrous dynamic that enables legitimacy through network topologies—confederal, 
federated, or hybrid—each with distinct implications for the distribution and struc-
turing of authority.

Scholars are divided on whether digital sovereignty is a viable concept, with 
some arguing it is incompatible with the borderless nature of cyberspace. A mar-
ginal, although relevant, position is held by those who reject the applicability of 
sovereignty in cyberspace, such as Mueller (2020). Mueller argues that the technical 
structure of the internet fundamentally undermines traditional territorial sovereignty. 
Mueller contends that cyberspace should be viewed as a global common, where 
states cooperate based on mutual rules rather than assert unilateral sovereign con-
trol. He highlights the transnational nature of digital infrastructures and warns that 
attempts to impose sovereignty in this space threaten global governance structures. 
For Mueller, the global digital domain requires a cooperative framework for manag-
ing interactions rather than sovereign competition. Mueller in particular is highly 
critical of recent attempts from state actors to establish digital sovereignty, seeing it 
as an authoritarian push, irrespective of the arguments behind it and the modalities in 
which this attempt is carried out (Mueller, 2021).
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From a more theoretical angle Ruohonen (2021) critiques the application of clas-
sical sovereignty to the digital realm, arguing that its territorial foundations create 
contradictions when applied to digital assets, which often transcend national borders. 
Ruohonen identifies paradoxes in policy areas such as data protection and surveil-
lance, suggesting that new theoretical models are needed to address the unique chal-
lenges of the digital age.

4  Sovereignty and Power Over the Cyberspace: The Perspectives of 
Non-State Actors

Besides state actors, Indigenous peoples have also discussed the concept of digital 
sovereignty, particularly regarding data control. States are not the only actors that 
have the ambition to exert their control over cyberspace. Indigenous data sovereignty 
is often discussed as a subset of broader debates of digital sovereignty; however, it 
is a different framework with other priorities and stakeholders. Digital sovereignty, 
in the discussion of state-actors, emanates from the standpoint of state jurisdiction, 
combined with ideas of states protecting strategic autonomy considering other states 
and private corporation outreaches. In the case of Indigenous peoples, digital sover-
eignty finds its origin in the essential entitlement of self-determination for Indigenous 
peoples in handling the information regarding themselves and their territories. While 
digital sovereignty emphasizes a national or supranational governance over data, 
indigenous data sovereignty puts forward indigenous peoples’ claims to govern data 
collection, access, and use to ensure that they align with their values and governance 
structures, principles, and models, granting Indigenous people self-determination 
over cyberspace.

Indigenous data sovereignty emerges from a history of data being collected from 
Indigenous peoples by external authorities, often without consent, reciprocity, or 
meaningful benefit to the communities in question (Tsosie, 2019; Walter et al., 2020). 
Indigenous data sovereignty seeks to restore governance rights to Indigenous com-
munities and nations regarding information related to their populations, territories, 
and cultural practices. As noted by Kukutai and Taylor (2016) this movement has 
arisen in response to data colonialism—the long-standing pattern of external entities 
exerting control over Indigenous data. It challenges the legacy of externally driven 
research and policy-making that treat Indigenous peoples primarily as subjects of 
data rather than as legitimate data stewards.

Unlike state-based digital sovereignty frameworks, which rely on territorial juris-
diction and formal legal instruments, Indigenous data sovereignty is grounded in 
Indigenous peoples’ inherent rights recognized by international legal instruments 
such as the United Nations Declaration on the Rights of Indigenous Peoples (United 
Nation, 2007). Indigenous people have created key documents to shape a frame-
work for Indigenous data sovereignty and governance, such as the Te Mana Raranuga 
(Kukutai & Taylor, 2016) and the Te Kauhai Raraunga (Kukutai et al., 2023). These 
rights include the principle that Maori data are key to ensure the self-determination 
and the authority to govern their digital assets. Indigenous digital sovereignty thus 
aligns with principles of Indigenous governance and nationhood, extending the con-
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cept of sovereignty from land and resources to data ecosystems. As Walter et al. 
(2020) describe, this involves recognizing data as a cultural and economic asset that 
Indigenous peoples have the right to control, reflecting their own value systems and 
priorities.

One fundamental difference between an Indigenous and a state-based model of 
data sovereignty can be found in their underlying motivations and objectives. While 
states aim to obtain digital sovereignty in order to reinforce their power and regula-
tory authority, Indigenous communities use sovereignty over their data and digital 
assets in order to fight against historical injustices. Data, under this lens, represent 
a tool for self-determination of indigenous people. Carroll et al., (2019) stress how 
Indigenous data sovereignty does not pertain solely to legal jurisdiction. Fundamen-
tally, it is about reshaping data ecosystem in a way that reflects Indigenous values. 
This ensure that decisions over data are made by and for Indigenous communities, 
thus carrying out a process of decolonisation to overcome historical practices of 
exclusion and exploitation.

State-based digital sovereignty and Indigenous sovereignty diverge also in the 
scale and structure of the modalities in which sovereignty is realised. State-based 
perspectives focus on national policymaking which applies to all citizens within their 
jurisdiction. This top-down approach seeks to ensure that, for instance, big corpora-
tions comply with national regulations and data protection rules. On the other hand, 
Indigenous data sovereignty posits that Indigenous communities, far from being a 
regular group of citizens to which state rule apply indiscriminately, are self-deter-
mining peoples with their own claims on data sovereignty and governance. As Tsosie 
(2019) and Oguamanam (2020) note, the aim of Indigenous data sovereignty is to 
establish a localised and nation-specific data governance model that can empower 
Indigenous communities granting them their capacity to decide over their own data.

5  The Strange Topology of Digital Sovereignty

While in the history of the regulation of cyberspace prominent political declara-
tions and theories, like Barlow’s declaration of independence7 and Post and John-
son (1996) cyber-exceptionalism, have fathomed the internet as a space in which 
the ramifications of state authority could not apply, the evolution of cyberspace has 
proven otherwise. Internet exceptionalism viewed cyberspace as a special type of 
zone, devoid of historical social relations and legal frameworks, necessitating their 
complete reinvention. Advocates of this perspective called for abolishing existing 
regulations and establishing an entirely new governance system, where the state’s 
predominant role would be supplanted by initiatives led by individual actors (Che-
nou, 2014). Others, like Wu (2011) have argued that there was no exception in the 
first place, and that states would have easily reasserted their control over the internet. 
Authoritarian states such as China, Russia and North Korea have in fact shown that 
the cyberspace can indeed be a region of domination and control from state actors, 

7  A Declaration of the Independence of Cyberspace | Electronic Frontier Foundation, accessed on the 
10/12/2024.
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whose reach extends also online, and whose ability to encroach political and civic 
liberties enjoyed digitally is on par with their ability to limit freedom offline. As 
originally the absence of traditional authorities occupying the cyberspace was con-
sidered (by Barlow and the “cyberlibertarian” tradition) as a virtue of the cyberspace, 
envisioning a reality whose freedom was guaranteed by as well as social peculiarities 
(its multi-stakeholder governance), progressively waned, and the political and the 
debate has shifted away from this perspective. Cyberspace has in fact undertook sig-
nificant changes. The unparalleled amount of personal data that have been uploaded 
in the cyberspace, the pervasiveness of ubiquitous computing through the Internet of 
Things and the cloud technologies, as well as the increasing political and economic 
power of big corporations, have prompted regulators to rethink the approaches to the 
cyberspace. Furthermore, the rapid upscale and adoption of AI technologies have 
nudged national, supranational and international regulators to devise a mode of coun-
tering present and anticipating future harms and safety issues of AI technologies, 
from pernicious application to warfare to the most remote (but nonetheless ominous) 
possibilities of existential risks. So, it appears in the end that the call that opens Bar-
low’s declaration:

Governments of the Industrial World, you weary giants of flesh and steel, I 
come from Cyberspace, the new home of Mind. On behalf of the future, I ask 
you of the past to leave us alone. You are not welcome among us. You have no 
sovereignty where we gather.”8

failed to gain traction, as the camp of anti-exceptionalism is vindicated. Is there 
anything else to be said to revamp the exceptionalist position? Digital sovereignty 
appears as one avenue in which this exceptionality can be observed. This exception-
alism is, however, far narrower than before, as it pertains only to the way in which 
states (and supranational entities) exert their sovereignty. I posit that this exceptional-
ity stems from the very structure of cyberspace. Two key distinctive properties define 
this rupture: a) the topological structure of cyberspace and its borderless nature c) 
how state actors have applied digital sovereignty.

What happens at the stage in which there is not only this physical space, but there 
is something that crosses traditional political geographies, such as trans-border (Ganz 
et al., 2024) and cross-border data flows (Fahey, 2023)? Since the advent of the inter-
net and the mass diffusion of ICT technologies, this question has become central to 
the reflection of the political philosopher, legal and political scholar investigating the 
cyberspace from a political perspective.

The disruptive nature of the digital goes hand in hand with the effects that it has on 
categories to understand the world. In his seminal work, The Stack: On Software and 
Sovereignty (Bratton, 2015) to my knowledge, the first scholar to engage with Carl 
Schmitt’s theory from “The Nomos of the Earth” in the context of digital sovereignty. 
Bratton highlights a critical issue that remains underexplored in subsequent scholar-
ship: the topological paradox of sovereignty in relation to the global technological 

8  A Declaration of the Independence of Cyberspace | Electronic Frontier Foundation accessed om the 
10/12/2024.
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stack. In its theory on the origin of the European public law (Ius publicum europeum), 
Carl Schmitt (Schmitt, 2006) discusses the role of the land as a determinant aspect of 
evolution of the European laws and institution, and, in parallel, sketches the develop-
ment of the conception of sovereignty. The possibility of distinguishing an inside and 
outside (Schmitt, 2006, p. 45) through the division of a piece of geographical terri-
tory stands, according to Schmitt, as the possibility of the legal order among states as 
far as Europeans have conceived it through the turmoiled history of the evolution of 
their nations. Much debate over sovereignty has revolved around this principle and 
its applications to other type of spaces (such as the sea or the inner and outer sky), as 
it highlights a fundamentally spatial component of sovereignty.

Cyberspace, as a unique form of space, challenges traditional notions of territorial 
sovereignty. The constant flow of data streams across borders creates a dynamic in 
which state authority is fluid and ever-expanding. Sovereignty, according to Brat-
ton, is not confined to fixed territorial boundaries but instead continuously reshapes 
itself, as each crossing of digital borders extends the reach of state power. This results 
in an overlapping and intertwined map of sovereignties that traverse one another, 
blurring the lines between inside and outside. As this overlapping unfolds, a new 
property of the sovereign space happens. The space in which sovereign nations exert 
their authority becomes twisted, shaping itself around the extensions of the control of 
other states. As if each state operates in its pocket, the control that a state has reach 
a limit point when applied to the other states authority. This cut across space in a 
layered and multidimensional modality, from the lowest material level (control over 
critical materials and cables) to the more abstract layers of data, clouds and AI, creat-
ing a multi-dimensional manifold in which states operate. Traces of that can be found 
even in traditional, spatialised versions of offline sovereignty. States use embassies to 
extend the reach of their action, as those ambassies are present in the sovereign terri-
tory of other states. Or use trade to project their power further away from the borders 
of their recognised territories. States also employ military bases abroad to extend 
their influence, establishing a physical presence within the jurisdiction of another 
sovereign state. They leverage international law, creating frameworks like extradition 
treaties or trade agreements to enforce their authority across borders9. Where can we 
find this difference?

We can represent a traditionally (mostly geographical) sovereign space as a shape 
that engulf the territory of a state. It encompasses its border; it extends upon its skies 
(where a state claims control over its airspace) as well as beneath the earth (where a 
state exert control over its infrastructure). It goes beyond the coastline as it also con-
tains territorial waters. This shape is not continuous, as it is interspersed by ambassies 
or military bases that other states control. The dimension of traditional sovereignty 
is predominantly spatialised and territorialised, as the presence of a physical space 
of fixed dimensions set the limits on which the state can exercise its control. When 
it comes to the digital, space behaves differently. The internet is structurally made of 
networks and can be properly defined as a “network of networks”.10 Every network 

9  I thank Prof. Juri Viehoff for pointing out the limitations of a “Westphalian” understanding of sover-
eignty, which confines sovereignty entirely within state territory.

10  Basic Description, accessed on the 10/12/2024.
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has a topology, which describes the way in which it is organised. From a mathemati-
cal perspective, this statement amount to truism, as it is trivial that the internet is a 
network, and that every network is organised in some way or another. What is less 
trivial is the fact that, I believe, this topology influences the way in which we can 
think of the power dynamics over the internet. And as the notion of sovereignty is pri-
marily discussed within the extension (and limitations) of state powers, then a reflec-
tion on digital sovereignty should as well be concerned with clarifying what are the 
extensions (and limitations) of state power over cyberspace. How a state exercises 
its power over the cyberspace? How is this power limited by the presence of other 
states? What about the presence of other actors, such as private corporations, civic 
organisations and NGOs. In a nutshell: what is a state sovereign upon in cyberspace?

The physical space of the traditional pre and post Westphalian sovereignty is a 
space in which “things” move. Things are objects which have an extension and a 
position in a three-dimensional Euclidean plane: goods, animals, pilgrims, armies, 
borders.

The cyberspace of the digital sovereignty is a “space” in which information (data) 
flows through nodes connected by edges, that defy this conceptualization, traditional 
notions of “territories” and “borders” are hardly applicable, as there is no pre-existing 
spatial framework wherein entities and their relationships reside. Instead, the enti-
ties and their interconnections constitute the very essence of “space.” Consequently, 
cyberspace is dynamically configured by the interactions and linkages among its 
components, with its structure defined by these relationships rather than by physical 
dimensions. In order to show this salient feature, the following maps will show (a) 
the structure of the submarine cables; (b) the evolution of cross-border data flows:

Map of submarine cables (from Ganz et al., 2024)
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Changes in Global Data Flow Between Regions. Source: McKinsey Global Insti-
tute. (2016 de facto March) de facto in (Sarafanov & Shuqiang, 2017)

Submarine cables are extensive networks of undersea fiber-optic cables respon-
sible for transmitting over 99% of global internet traffic. 11  

These infrastructures, which span oceans and connect continents, are critical for 
global telecommunications. Despite their significance, submarine cables present a 
unique challenge to digital sovereignty due to their transnational nature and owner-
ship structure. Ganz et al. (2024) show very clearly the role that submarine cables 
have for sovereignty. The cross-jurisdictional nature of submarine cables, travers-
ing multiple international territories and often lying in international waters, limits 
the ability of any single state to exert regulatory control. States frequently lack the 
authority to dictate routes, enforce standards, or implement adequate protection 
measures beyond their territorial waters, leaving them dependent on international 
cooperation and external actors. Moreover, the ownership of submarine cables is con-
centrated in the hands of private corporations and foreign states, creating dependen-
cies that reduce a nation’s autonomy over its telecommunications infrastructure. This 
dynamic not only diminishes a state’s capacity to safeguard its digital infrastructure 
but also allows external actors to influence or intercept data traffic. Furthermore, the 
physical and operational vulnerabilities of submarine cables exacerbate these chal-
lenges. These infrastructures are susceptible to wiretapping, sabotage, and geopoliti-
cal manipulation, all of which pose significant risks to data privacy, security, and the 
continuity of digital services (Floridi et al., 2024, p. 11–13).

Data is often debated as the new “oil” of the 21st century.12 The progressive 
increase in data flows across countries make data a crucial asset in the digital economy. 
Furthermore, data has a deeply political impact, as control over data flows enhance 
the capacity of a state to exercise its digital sovereignty through data sovereignty. 
Data sovereignty refers broadly to the authority of governments, organizations, or 

11  The deep-sea ‘emergency service’ that keeps the internet running, accessed on the 10/12/2024.
12  Is data the new oil?, accessed on the 10/12/2024.
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communities to control data that relates to their citizens, operations, or members. The 
concept has expanded beyond mere jurisdictional claims over digital information 
storage and processing. It now encompasses technical, legal, organizational, cultural, 
and ethical dimensions (Hummel et al., 2021; Von Scherenberg et al., 2024).

Initially, data sovereignty was often discussed in the context of national govern-
ments facing challenges as data cross borders via global cloud infrastructure (Irion, 
2012; Nugraha & Sastrosubroto, 2015; Vaile, 2014). Governments strive to maintain 
exclusive jurisdiction over sensitive information, prompting data localization laws 
and domestic data storage solutions (De Filippi & McCarthy, 2012; Chander & Lê, 
2014). These measures intend to safeguard privacy and national security. However, 
critics warn that strict localization may reduce cost efficiency, impede global data 
flows, and potentially restrict technological innovation (Ferracane, 2021).

At the supranational level, European digital sovereignty reflects efforts to maintain 
strategic autonomy in the digital sphere. The EU’s data protection regimes, including 
the GDPR, represent attempts to extend data governance beyond territorial borders 
while shaping global standards (Christakis, 2020).

Data sovereignty thus intertwines with various governance models—state-led 
localization, Indigenous community-based stewardship, or European strategic auton-
omy—and involves negotiation between conflicting interests.

6  Embedding Control Over Digital Spaces

The cyberspace is a strange space. Kant famously remarked, in his attempt to build 
a republican constitution for the entire world, that humans must accept the fact that, 
no matter how far they wish to distance themselves, the earth is round, and they have 
to meet again at some point (Kant, 1991). But between two points in cyberspace 
can always exist a third point, as there is always new computational power that can 
be recruited to inflate the digital world. We cannot take the surface of the earth and 
create a new earth. But we can take the “surface” of cyberspace and create a new 
surface, and how large it will be depending on how much energy, data centre, can 
be utilised (thus posing serious environmental questions). A platform on the earth, 
from which a state exerts its sovereignty (a military outpost, an oil rig, a data centre) 
is always bound to the hard boundaries imposed by our inability to create new land. 
A platform on the cyberspace knows no such limit. What is more, the physical land 
can be walled, fenced, wired, bordered through military power. A state can limit the 
inflow and outflow of matter (goods, people) putting checkpoints and chokepoints 
which shape the fluxes. Cartographers can draw borders to substantiate a claim over 
a territory, states can create mythologies to justify the control over a portion of land. 
But, even against the backdrop of populist claims of sovereignty over borders in 
Europe and the US, humans always find always a way to defy the predicaments of 
states to rule over a land and cross each juncture in which two state authorities meet, 
at their frontiers. If the earth has a nomos which is grounded on land, this nomos has 
been violated constantly.

In this respect, cyberspace works differently. As Lessig pointed out (Lessig, 1997, 
2000), a digital space has its rules embedded in it, as power over the cyberspace is 
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entrenched in its architecture. China and Russia serve as paradigmatic cases in exam-
ining how states structure cyberspace to consolidate control over digital interactions. 
In China, the Cybersecurity Law of 201713 mandates a real-name registration system, 
requiring individuals to authenticate their identities before accessing internet services 
such as online platforms. This policy integrates a regulatory infrastructure into the 
fabric of cyberspace, forging a direct link between the state’s authority and the digital 
actions of its citizens. The real-name system removes anonymity, a cornerstone of 
cyberspace’s early architecture, and reconfigures digital interactions to align with 
state objectives. Through linking online activity to verified identities, China ensures 
that cyberspace reflects party-sanctioned narratives and curtails the dissemination of 
dissenting perspectives.

This restructuring is not solely regulatory but architectural, embedding mecha-
nisms that transform the digital realm into a space of governance. Internet service 
providers act as intermediaries co-opted into the state’s apparatus of control. Bound 
by legal obligations, these entities enforce identity verification and monitor com-
pliance with state directives. Their role, shaped by a network authoritarian model, 
positions them as enforcers of digital sovereignty, subordinated to the Chinese Com-
munist Party’s (CCP) directives. The CCP’s influence extends further through pro-
posals like Huawei’s “New IP” (Mueller & Yoo, 2023) which envisions a redefined 
internet protocol system capable of enhancing state oversight.

Similarly, Russia’s Sovereign Internet Law of 2019 constructs RuNet (Hu et al., 
2019; Konradova, 2020), a domestically controlled internet segment capable of iso-
lating itself from the global web. By centralizing internet traffic at state-regulated 
nodes and mandating ISPs to deploy deep packet inspection technology, Russia 
effectively reinscribes sovereignty into cyberspace. This reconfiguration enables the 
government to control, filter, and restrict flows of information, reasserting its domin-
ion over a domain traditionally conceived as borderless. ISPs in Russia, like their 
Chinese counterparts, become instruments of the state, tasked with transforming the 
fluidity of the digital world into a controlled and bordered space.

The entrenchment of governance principles and rules do not pertain solely to 
authoritarian states. The European Union is carrying out a similar process when it 
comes to its digital identity and data policy. Through key pieces of legislation such 
as the Data Governance Act14 and the Data Act15, the EU aims to create an integrated 
data ecosystems that allows and facilitate for localised exchanged of data within the 
European Union territory, by crafting standards and governance bodies that create 
an ecosystem of common European dataspaces. When it comes to digital identity, 

13 ​h​t​t​p​s​:​​​/​​/​d​i​g​i​c​h​i​n​​a​.​s​t​​a​n​f​o​r​​​d​.​e​​d​u​​/​w​o​​r​k​​/​t​r​a​​n​s​l​a​t​​​i​o​n​-​c​​y​b​I​n​%​​2​0​C​h​​​i​n​a​,​%​​2​0​t​h​e​​%​2​0​C​y​b​​e​r​s​e​​c​u​r​i​t​​y​%​2​0​L​​a​w​
%​2​0​o​​f​%​2​0​​2​0​1​7​r​​s​e​c​u​​r​​i​t​y​​-​l​​​a​w​-​​o​​f​-​t​h​​e​-​p​​e​o​​p​l​e​s​-​​r​e​​p​u​​​b​l​i​c​-​o​​f​-​c​h​i​n​a​-​e​​f​f​e​c​t​​i​​v​e​-​j​u​n​e​-​1​-​2​0​1​7​/, accessed on the 
10/12/2024.
14  (Regulation (EU) 2022/868 of the European Parliament and of the Council of 30 May 2022 on European 
Data Governance and Amending Regulation (EU) 2018/1724 (Data Governance Act) (Text with EEA 
Relevance), 2022).
15  (Regulation (EU), 2023/2854 of the European Parliament and of the Council of 13 December, 2023 
on Harmonised Rules on Fair Access to and Use of Data and Amending Regulation (EU) 2017/2394 and 
Directive (EU) 2020/1828 (Data Act) (Text with EEA Relevance), 2023).
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through the recent regulation on the European Digital Identity framework,16 the EU 
aims to enshrine the principles of control over data and data minimisation (already 
present in the spirit and letter of the General Data Protection Regulation17) within 
an EU-based digital identity wallet (eIDAS Expert Group & European Commission, 
2024) that uses cryptography to protect citizens’ data and connections, aiming to give 
European citizens an enhanced control over their personal data.

7  Conclusions

This paper has investigated the contours of digital sovereignty, showcasing how the 
concept twists and reshapes itself to fit the goals of control and authority exerted by 
states, big corporations and Indigenous communities. Digital sovereignty is still a 
contested and multifaceted idea, which intersect both with traditional notion of ter-
ritoriality and the borderless structure of cyberspace. States attempt to territorialize 
the digital, asserting authority over infrastructures and data flows. Their control is 
however limited because of the overlapping reach of other states. Further to this, the 
inherently transnational core of the cyberspace undermines the complete application 
of a traditional notion of sovereignty.

Digital sovereignty, as shown, operates across various layers: form the physical 
(submarine cables and data centres) to the virtual (cloud systems, artificial intel-
ligence and control over digital platforms).18 These layers establish a manifold of 
overlapping digital jurisdictions, where sovereignty is not singular neither static but 
continuously reshaped and reconceptualised through the actions of states, corpora-
tions and non-state actors. Further to this, the ability to entrench rules in the code 
that structures the cyberspace offers a window of opportunity for authoritarian states 
that is unparalleled in the physical realm, as well as paving the ground to democratic 
states to embed their values in the very fabric of the digital realm.

These findings highlight the necessity of further research, from an interdisciplin-
ary perspective, to understand and address unresolved issues in the debate on digi-
tal sovereignty. Key questions are still to be answered. What are the practical and 
conceptual limits of state authorities in cyberspace? How can philosophers, legal 
scholars and political scientists pin down an evolving concept, addressing the unique 
properties of cyberspace? How the claim of indigenous communities seeking control 
and autonomy over their data can be addressed vis-à-vis the competing claim of 
states to control their (digital) borders and citizens? Engaging with these issues will 
bolster a conversation among scholars and policy makers in order to navigate the 
multifaceted and complex nature of digital sovereignty.
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