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Abstract

The combination of Network Function Virtualization (NFV) and Software Defined
Networking (SDN) enables the deployment of network functions as software com-
ponents across interconnected telco clouds. Although this approach facilitates the
dynamic and efficient management of these functions according to the guidelines
of the ETSI NFV management and orchestration (MANO) framework, it brings
new challenges in terms of service requirements fulfillment and QoS satisfaction.
In this paper, we start by providing an overview of Network Service orchestration
and its essential features within multi-site ETSI NFV infrastructures. Subsequently,
we introduce a QoS-based WAN Infrastructure Manager (Q-WIM), an open-source
prototype of a WIM designed for SDN-based networks. Q-WIM enables the orches-
tration and deployment of end-to-end Network Services in multi-site NFV environ-
ments. In addition to adhering to the standard, Q-WIM advances the State-of-the-Art
by incorporating QoS-based capabilities to deploy network services with new fea-
tures suited for complex scenarios (i.e., bandwidth isolation, delay guarantees). The
proposed Q-WIM was implemented and experimentally tested within an emulated
virtualized environment with realistic configurations, demonstrating its efficiency in
terms of response time and fulfillment of QoS requirements.
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1 Introduction

Upcoming fifth generation and beyond (5 G/6 G) networks are promising to meet
the diverse demands of emerging services and applications, ranging from ultra-
low latency tasks such as tactile internet and autonomous vehicles, to high-speed,
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high-capacity communications like augmented reality, and ultra-reliable services
such as V2 V wireless coordination [1]. In this evolving landscape of modern net-
working, traditional networking paradigms are being replaced by innovative solu-
tions that harness the capabilities of virtualization (i.e., Network Function Virtual-
ization (NFV)) and software-defined principles (i.e. Software Defined Networking
(SDN)) [2]. Furthermore, network providers can leverage flexible network deploy-
ments through network slicing, a crucial feature of SDN-enabled NFV that allows
for the creation of isolated virtual networks tailored to specific service requirements
[3].

As these transformative technologies gain momentum, the need for an adap-
tive and scalable Wide Area Network (WAN) infrastructure manager becomes
increasingly evident, especially in scenarios involving multiple distributed sites.
This research paper addresses the gap in the current networking landscape by
presenting a novel solution tailored to the challenges of multi-site SDN-enabled
NFYV orchestration. Our focus is on providing an open-source platform that con-
solidates the management of network functions. In addition to being fully compli-
ant with the ETSI NFV Management and Orchestration (MANO) architectural
framework [4], our prototype supports a set of QoS capabilities that ensure a bet-
ter performance of network slices in terms of bandwidth and delay guarantees.

In this regard, under NFV MANO, a service can be described as a forward-
ing graph where two or more network functions are connected by one or more
network flows in the network [5]. Those forwarding graphs have to be deployed
by appropriately orchestrating the computing, storage, and networking resources
[6]. Such operation is ensured by the NFV Orchestrator (NFVO), which man-
ages the virtualized infrastructure and coordinates the deployment of the ser-
vices across different telco clouds (i.e., Points of Presence (PoPs)) or within one
PoP but across multiple resources [7]. Despite the availability of open-source
NFVO implementations [8] and that several orchestration solutions have been
demonstrated as compliant with ETSI NFV framework [9][10][11], typically the
addressed use-cases are pretty simple (e.g., set-up of basic network configurations
for connectivity among PoPs [12] and/or consideration of a deployment with
a single PoP [13]) and lack several features fundamental for the efficient man-
agement of end-to-end services across multi-domains (e.g., abstracted view to
NFVO, QoS capabilities). Moreover, no open-source implementation of the WAN
Infrastructure Manager (WIM) is currently available, which further restricts the
ability of researchers to experiment with multi-site service deployments.

This work focuses on the scenario where more than one PoP is involved in the
orchestration process, and where those PoPs are interconnected by an SDN-ena-
bled WAN. In addition to ensuring the connectivity, there is an increasing need to
provide QoS capabilities (e.g., bandwidth, bit rate) that allow the enforcement of
specific on-demand QoS features (e.g., latency) in a flexible and adaptable way.

Throughout the paper, we discuss the reasons behind developing an open-source
QoS-based WAN infrastructure manager (Q-WIM), examining its pivotal features
and contributions to network orchestration. We go into details of the dynamic
interaction between SDN and NFV, emphasizing how our Q-WIM improves the
deployment, management, and optimization of virtualized network functions across
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geographically distributed environments. Most importantly, our proposed compo-
nent is enhanced with a set of attributes that enable the implementation of specific
on-demand QoS features in a flexible and adaptable manner for creating network
slices within a multi-PoP scenario.

Below we summarize the contributions of this paper:

e We give an overview on Network Service Orchestration in Multi-Site NFV infra-
structures and detail the current ETSI specifications in the field;

e  We present Q-WIM, an ETSI-compliant WIM that allows to deploy end-to-end
Network Services through the provisioning of network connectivity. It supports
also the enforcement of specific QoS features such as the bandwidth and delay in
order to better meet services requirements especially in complex scenarios;

e We detail the architecture, functionalities, and implementation aspects of the
proposed WAN infrastructure manager, highlighting its role in addressing the
complexities and challenges of multi-site networking scenarios;

e We present in detail the extensions we performed to the standard to handle new
features related to complex scenarios (i.e., bandwidth isolation, delay guaran-
tees);

e We assess the performance of our prototype in terms of appropriate performance
metrics such as the overall response time and scalability to offer a comprehensive
perspective on the practical implications and benefits of our open-source solu-
tion.

The rest of the paper is organized as follows. First, we give a background on ETSI
NFV management and orchestration, and we provide a review of the related work in
Section. 2. Next, in Section. 3 we focus on network service orchestration in multi-
site infrastructures and show its characteristics and current efforts for its standardi-
zation. In Section. 4, we present the design of our multi-site SDN-enabled WIM
component and specify its features and interfaces, while focusing on the QoS capa-
bilities that it provides. In Section. 5 we detail the steps we followed for the imple-
mentation of our prototype. Next, we evaluate the performance of the WIM through
a Proof-of-Concept in Section. 6. Finally, we summarize our findings and draw some
conclusions in Section. 7.

2 Background and Related Work
2.1 ETSINFV Management and Orchestration

The combination between NFV and SDN allows to deploy network functions (e.g.,
router, firewall) as software components running in virtual machines (i.e., VNFs)
and to dynamically interconnect them via software network controllers [14]. This
approach leads to a significant increase in the flexibility and adaptability of the ser-
vice platforms. In particular, it makes possible to dynamically compose and orches-
trate VNFs and virtual links to deploy end-to-end (E2E) Network Services (NSs)
[15]. The resulting virtual assets consist in logically independent infrastructure
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partitions, referred to as network slices, composed of dynamically-established vir-
tual network, compute and storage capabilities tailored to serve vertical applications
with different requirements [2].

In such a scenario, the adoption of some degree of automation is key for con-
vergent slice resource management and service delivery operations. For this pur-
pose, the European Telecommunications Standards Institute (ETSI) developed the
NFV Management and Orchestration (MANO) framework, depicted in Fig. 1. The
approach mainly consists in decoupling the levels of (i) NFV Infrastructure (NFVI),
i.e., the pool of physical/virtual computing, storage and network capabilities; (ii)
VNFs, i.e., the pool of individual network functions running in virtual machines
deployed in the NFVI; (iii) and end-to-end NSs, i.e., combination of connected
VNFs in a self-consistent network service [16]. Along with the functional architec-
ture, the ETSI NFV MANO framework also defines a set of reference points that are
used for the exchange of information between the different functional blocks [16].

ETSI is organized in a number of working groups that tackle different aspects of
network virtualization. Among those groups, the ETSI NFV Interfaces and Archi-
tecture (IFA) Working Group is in charge of several arguments such as the speci-
fication of the functional requirements of NFV-MANO, the performance metrics
regarding virtualized resources and the requirements and information modelling of
NFV descriptors, to name a few. In particular, NFV-IFA 011 [17] defines the Virtual
Network Function Descriptor (VNFD), NFV-IFA 014 defines the Network Service
Descriptor (NSD), while NFV IFA-005 describes the reference point, Or-Vi, which
is used to exchange information between the NFVO and Virtualized Infrastructure
Manager (VIM) through the support of several interfaces [18].

Finally, NFV-SOL (SOLutions) specifications propose an implementation-ready
solution for the concepts defined in the NFV-IFA documents. They mainly regard
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Fig. 1 ETSI NFV management and orchestration framework
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the common aspects of the protocols and data models that characterize the NFV-
MANO interfaces.

2.2 NFV Orchestrators: Existing tools

Multiple NFV orchestration solutions are available that can be mainly classified into
market products or open source initiatives. Open Source MANO (OSM) is a project
hosted at ETSI facilities that targets delivering an open source MANO stack closely
aligned with the ETSI NFV reference architecture [8]. It plays the role of NFVO
and allows for the deployment and management of VNFs through a set of descrip-
tors, which require a certain expertise to be used. The Open Network Automation
Platform (ONAP) project is hosted by the Linux foundation and aims to enable end-
to-end service agility across multiple domains using a unified platform for NFV and
SDN orchestration that is fully compliant with ETSI directives[19]. ONAP includes
big data and Artificial Intelligence (AI) modules for optimization of policies and
automation of network service deployment and management. However, despite its
wide set of features, ONAP requires a high amount of resources to be installed and
its deployment is very complex with respect to OSM. Finally, Cloudify is an open
source cloud orchestration software platform that was further expanded to include
NFV-related use cases [20]. Although Cloudify provides an implementation of most
of the ETSI NFV MANO functional blocks, it is not fully compliant as it is not com-
patible with legacy systems.

The above mentioned orchestration platforms operate based on descriptors
where the network services are specified in terms of VNF components, instantiation
parameters and VNF forwarding graph (VNF-FG) specification. The management
of cross-site connectivity in these orchestration platforms is delegated to the WIM,
which however is still partially defined and no open-source implementation of it is
currently available.

2.3 Related Work

In the last years, several research works tackled the NFV topic trying to address
numerous of its aspects such as provisioning, reliability and scalability [21]. How-
ever, the integration of NFV with WAN connectivity still remains a quite unexplored
area. [12] presents a WAN virtualization framework, which allows for dynamic end-
to-end bandwidth provisioning while leveraging SDN. The authors mainly expose a
single virtual switch that can be directly programmed using OpenFlow. This work is
however limited to the WAN and the interactions with cloud domains or an NFVO to
handle the connectivity are not considered. In [22], a WAN Infrastructure Connec-
tivity Manager (WICM) is proposed to handle the integration of virtualized network
functions with WAN connectivity services to compose end-to-end network services.
The WICM component focuses on the management of WAN resources while offer-
ing a simplified abstracted view of the underlying infrastructure to the NFVO. How-
ever, it is based on a proprietary software for the orchestration (i.e., T-NOVA plat-
form) which limits its usage in different scenarios that rely on other frameworks.
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[23] presents an architecture design that enables orchestration in a multi-site envi-
ronment. The paper describes both main components and initial interfaces and APIs
considered for multi-site 5 G infrastructures. However, the work lacks some practi-
cal insights on the implementation perspective of the proposed architecture.

Some works have proposed to integrate their WIM implementation with the pre-
sent orchestration platforms. In [25], authors propose a Data Plane Broker (DPB),
which supports multi-domain connectivity while it can be integrated with OSM
through a WIM plugin. However, even if DPB is capable of setting up a WAN in few
seconds and performing resource allocation across it, it does not offer a simple and
flexible service data model definition. [26] also presents a solution for OSM, which
enables the deployment of a NS over multiple domains interconnected through a
network domain. The presented implementation also handles the VNFs intercon-
nection inside the domains which further complicates the scenario. With respect to
those works, in this paper, we only focus on the WAN domain up to the DCs/cloud
gateways, while the VNFs interconnection is out of scope and left to the VIMs. [27]
experimentally demonstrates the possibility to integrate a transport-API based WIM
with OSM to enable orchestration over optical networks. As in our proposal, the
authors leverage on SDN controllers to handle multi-domain network orchestration
however, they focus on IP-over-WDM networks while we consider an SDN-based
network.

Some European initiatives have also tackled the orchestration issue where VNFs
are deployed over multiple NFVI-PoPs interconnected by WANs. The SGEx pro-
ject is based on Multi-domain orchestrator (MdO), which allows the orchestration
and deployment of end-to-end network and service elements over multiple domains,
technologies and operators [28]. With respect to our proposal, the MdO approach
requires a hierarchy of SDN controllers which is not a common practice in exist-
ing service providers. MATILDA [11] also brings a framework for the design and
implementation of E2E services where aspects related to overall lifecycle of appli-
cations in a 5 G ecosystem are tackled. However, the focus is mainly given on the
vertical applications and their interaction with the NFV orchestrators and OSS/BSS
systems. SliceNet [29] aims to design and demonstrate a vertical-oriented 5 G slic-
ing framework focusing on network management and control of end-to-end slicing
operations across multiple operator domains. The main focus of the project is in the
context of Multi-Access Edge Computing (MEC) and Radio Access Networks while
in this work we focus on the SDN use case. The multi-site scenario in NFV infra-
structures has been recently considered in the 5 G-Transformer project [30]. The
role of the WIM within the 5 G-Transformer architecture has been defined as the
entity that manages the resources within the transport domain and interacts with a
mobile transport and computing platform to provide an abstract view of the network
and instantiate the virtual networking resources [31][32]. The European project
5Growth [10][33] extends the 5 G-Transformer architecture and aims at develop-
ing an end-to-end service platform that might tackle several scenarios such as Al/
ML-based [34] and eHealth [35] network services. Finally, the 5 G-VINNI is an E2E
5 G facility comprising multiple interworking 5 G Radio Access Network (RAN)
core infrastructures and service orchestrators [36]. It is composed of several facility
sites across several European countries. This cross-domain orchestration procedure

@ Springer



Journal of Network and Systems Management (2025) 33:54 Page70f31 54

requires common standard interfaces and information models across those domains
that constitutes a real challenge and still has to be addressed [37].

Table. 1 summarizes the Related Works and shows their similarities and/or differ-
ences with respect to our work.

3 Network Service Orchestration in Multi-Site Infrastructures:
Beyond ETSI Standardization

3.1 Network Service Orchestration in Multi-Site Infrastructures

The ETSI Industry Specification Group (ISG) produced a report that describes the
functional architecture and interfaces necessary for the provisioning and manage-
ment of multi-site Network Services [24]. The main scope of the report is to provide
a set of recommendations and use cases that have to be followed in case the net-
work functions of a given network service are deployed in more than one site (i.e.,
NFVI-PoP).

The selection of the appropriate VNFs and PoPs is performed at the NFVO level
through the use of efficient VNF resource placement algorithms that are out of the
scope of this paper [38].

ETSI provides a description of how WAN connectivity might be supported and
introduces the concept of WIM, which is presented as a specialized VIM responsi-
ble for the connectivity establishment between two or more NFVI-PoPs endpoints
across a WAN infrastructure, as shown in Fig. 2. As specified in [24], from the
NFVO perspective, the WIM is considered as a component that hides the diversity
and complexity of the underlying WAN infrastructure and offers to the NFVO a sim-
plified abstracted view of the network resources. Regarding the interfaces support,
the interaction between the NFVO and the WIM has to be performed through the
Or-Vi reference point, which follows the NFV-IFA 005 [18] interface specification.
In fact, on the one hand the ETSI guidelines allow the NFVO to invoke the same
operations as for the VIMs when it interacts with the WIM (e.g., Query Virtualized
Network Capacity, Allocate Virtualised Network Resource). On the other hand, the
WIM might support a variety of southbound interfaces towards the network control-
lers in order to fulfill the WAN resource requirements that depend on the specific
WAN implementation (e.g., SDN-based, optical).

In the following, we clarify how the WIM can be integrated within the MANO
framework and communicate with its existing building blocks. More specifically,
as a first step the WIM has to communicate to the NFVO the connectivity reach-
ability among the NFVI-PoPs, which, along with the network connectivity informa-
tion about the endpoints of each site acquired from the VIMs, allows the NFVO to
select the right sites for each VNF according to their affinity. The WAN network
information is returned from the WIM to the NFVO and mainly contains the net-
work endpoints reachable over the WAN and the alternate paths between endpoints
and the network capabilities (e.g., QoS). Once the NFVO has a local view on the
overall multi-site connectivity topology, it is capable to deploy network services and
perform resource orchestration tasks. In fact, the NFVO first requests the allocation
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of compute/network/storage resources to the VIM(s), then interacts with the WIM
to allocate virtualized network resources between the gateways endpoints of the
involved NFVI-PoPs with a designated QoS parameters (e.g., bandwidth, latency).

The WIM interacts then with the network controller in order to create the connectiv-

ity and perform the necessary configurations along the path in the WAN infrastruc-
ture (e.g., enforce the flow rules in the switches).

The workflow depicted in Fig. 3 summarizes the interactions between the differ-
ent entities composing the ETSI NFV framework.
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3.2 Current ETSI Specifications for Multi-Site Connectivity

Multi-site connectivity is an active ETSI research topic since it is a major functional
requirement for supporting emerging 5 G and beyond use-cases. For this purpose,
ETSI released a number of documents that constitute an initial step towards NFV
standardization in a multi-site context, namely:

e The NFV-IFA 005 document, which specifies the interfaces supported over the
Or-Vi reference point of the ETSI NFV-MANO architectural framework, as well
as the information elements exchanged between the NFVO and VIM as shown in
Fig. 2 [18]. For each interface, a set of functional requirements is defined.

e The NFV-IFA 032 document, which specifies the interfaces for the management
of multi-site connectivity services along with the operations and the information
elements that are exchanged over those interfaces [39].

e The NFV-SOL 017 document, which reports about the network connectivity pro-
tocols and data model solutions that are available in the industry and analyses the
extent to which these solutions address the specified requirements in ETSI GS
NFV-IFA 032 and ETSI GS NFV-IFA 005 for the management and support of
multi-site connectivity services.

However, despite the architectural design presented by ETSI, further enhance-
ments and optimizations are still needed to build scalable and flexible frame-
works. More specifically, the current standard specifications do not define a dis-
tinct WIM interface. In fact, due to the heterogeneous nature of the underlying
networks and the complexity of end-to-end orchestration, WIM’s functional-
ity and APIs have not been clearly defined yet. Instead, multi-site connectivity
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is considered as a special use case where VIM interfaces and data models are
inherited. This constitutes an issue since inter-domain interaction architectures
have their own specificities and requirements, which differ from intra-domain
ones.

Moreover, currently, the framework interfaces are proprietarily implemented
based on common aspects of Representational state transfer (REST or REST-
ful) APIs specified in ETST NFV-SOL 017, which are not sufficient to cover all
the aspects of multi-site interconnectivity. In particular, the data model features
for the WIM interface should be further explored and enriched with more ele-
ments to cover all the aspects of multi-site scenarios. For example, the band-
width attribute is currently partially supported while other parameters that are
strictly related to the WIM interface are missing such as QoS metrics (e.g., bit
rate, delay, packet loss) and networking operations (e.g., addressing, directional-
ity, protection schemes).

Finally, ETSI NFV architecture lacks a clear definition of the abstraction con-
cept of network resources, which instead constitutes a main feature of current
network stakeholders and promotes the scalability and modularity of any net-
work service. In fact, currently, the WIM specification exposes an abstraction of
the underlying network connectivity to the consumers to facilitate the provision-
ing and monitoring operations. However, few insights are given on its actual
implementation [40]. Moreover, to the best of our knowledge there are currently
no mature implementations of WIM modules that could be used to support
large-scale provisioning scenarios among multiple NFV sites.

Considering all the aspects described above, the role and implementation
features of the WIM remain unclear. This paper contributes to fill the gap with
the ETSI standardization by presenting the Q-WIM, which, in addition of being
fully compliant with the ETSI NFV architectural model, is further extended with
a set of QoS-based capabilities. More specifically, in this work, we follow the
ETSI-IFA specifications while considering a multi-site NFV orchestration sce-
nario and we propose the Q-WIM, which aims at reducing the operational com-
plexity and deployment time of end-to-end network services.

4 Q-WIM: WIM for QoS-based Multi-Site SDN-Enabled NFV
Orchestration

In this section, we present our Q-WIM component, which is a WIM extended
with a set of specific features that allow to deploy accurate QoS-aware network
services. Furthermore, Q-WIM enables the orchestration of the resources within
an SDN-based transport network, and is fully in line with the ETSI MANO
framework presented in Fig. 2.
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4.1 Q-WIM Functionality

Q-WIM is an open source component [41] in charge of performing the connectiv-
ity between two or more NFVI-PoPs through an SDN-based WAN domain. More
specifically, Q-WIM implements the following functionalities related with the NFVI
connectivity services: i) Northbound API to be used by the NFVO (e.g., provision of
network abstracted view, enforcement of logical links); ii) Path computation accord-
ing to QoS input parameters; iii) Southbound API to SDN controllers to configure
the underlying network thus triggering the connectivity over the physical network
(e.g., enforcement of forwarding rules).

The Q-WIM is responsible for orchestrating and managing WAN resources by
providing an abstracted, high-level view of the network infrastructure. As depicted
in Fig. 4, it models the WAN by representing its various components (i.e., trans-
port links, OpenFlow switches) as a set of logical links interconnecting NFVI PoP
gateways, allowing for seamless integration with the NFVO. More specifically,
the Q-WIM abstracts the complexities of the underlying SDN network elements
and presents the WAN as a set of logical transport resources (i.e., virtual network
in Fig. 5) rather than a complex mesh of physical connections. It collects topology
information from the SDN controller including physical links, nodes, and available
bandwidth and then, instead of exposing all the raw details, translates the underlying
network elements into virtualized transport resources (e.g., L2/L3 VPNs, Ethernet
circuits, or virtual transport tunnels). These resources are then exposed to the NFVO
allowing it to request connectivity, bandwidth guarantees, or traffic engineering
policies without needing to understand the physical constraints of the network. The
WIM can dynamically manage network slices, virtual paths, and end-to-end service
chains, optimizing traffic flows based on performance metrics, SLAs, and real-time
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@ REST -
| SDN Controller |
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Fig.4 Q-WIM Abstracted View
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network conditions. This abstraction simplifies network operations, enhances scal-
ability, and improves overall network performance.

More specifically, Q-WIM exposes an IFA-005 compliant API to the NFVO to
setup the connectivity for network services, query for the actual status of the network
resources and allocate part of them or release some of the resources already allo-
cated. In particular, upon request, the Q-WIM can provide an abstracted view to the
NFVO that hides the specific characteristics of the underlying infrastructure by rep-
resenting the WAN as a set of logical links that interconnect NFVI-PoPs gateways.
By logical link we refer to a point-to-point connectivity with certain characteristics
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between available PoPs. The abstracted view is then composed of these logical links
characterized with performance parameters (e.g., latency, bandwidth, cost). The
logical link abstraction is technology agnostic (e.g., independent from the fact that
the logical link is an optical link or an MPLS link) and the logical link parameters
provided to the NFVO are mainly the source and the destination nodes, a measure
of the link capacity (e.g., available rate), and latency. Each logical link connects two
NFVI-PoPs in a unidirectional way.

In Fig. 4, we show an example of an Q-WIM abstracted view provided, upon
request, to the NFVO. In this example, we consider four NFVI-PoPs that are inter-
connected to each others through a transport network (i.e., SDN network). The
Q-WIM only exposes the logical links that interconnect the NFVI-PoPs and does not
provide any detail regarding the WAN domain (i.e., technology adopted, switches
characteristics (e.g., number, interconnections), traffic steering features). The aim
then is to appropriately configure the network to make the traffic flow from one
NFVI-PoP to the other under specific QoS conditions and in a transparent manner.

The Q-WIM is triggered once it receives a request for a logical link between two
specific NFVI-PoPs which reflects the necessity to appropriately steer the traffic
between two VNFs situated in two different locations. Each logical link is uniquely
identified by a logicalLinkld and characterized by the srcGwIPAddress and dstGwl-
PAddress parameters which determine the IPv4 addresses of the NFVI-PoP gateway
endpoints (according to the data transmission direction), in addition to the amount
of bandwidth to be reserved. Those parameters are then transparently translated into
a set of instructions which are directly communicated to the underlying SDN con-
troller. Other parameters not foreseen by the ETSI standard are also provided by the
Q-WIM to handle more complex scenarios such as bandwidth isolation among Net-
work Services or delay guarantees. Those parameters will be detailed in Section. 4.2.

Once received, the request is parsed by the Q-WIM and the requirements neces-
sary for the configuration of the logical link are extracted. Then, according to an
internal database, the Q-WIM first checks for the availability of the resources. If
enough resources are found, it sends a request to the SDN controller to setup a path
between the specified NFVI-PoPs while enforcing any specified QoS requirements.
Such operation is triggered through the southbound APIs that are exposed by the
Q-WIM to the SDN controller which is in charge of managing the underlying net-
work. Once the SDN controller receives the request for the actual setup of the logi-
cal link, it directly interacts with the network nodes (e.g., OF switches) to adequately
configure them.

Along with the enforcement of the flow entries in the switches, the VIMs manag-
ing the NFVI-PoPs involved in this logical link setup also perform the necessary
configurations in order to allow the correct steering of the traffic from one VNF to
the other. In this work, we focus on the gateway-to-gateway configuration while the
intra-NFVI-PoP configurations are performed by the VIM and are considered out of
the scope of this paper.

Figure 6 illustrates the different interactions between the NFVO, the Q-WIM,
the SDN controller and the data plane as explained above. It is worth pointing out
that once the Q-WIM receives the request for resources allocation, it checks for the
availability of the resources, and then waits for the acknowledgement from the SDN
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SDN OpenFlow
NFVO Q-WiM Controller Switches

Query Network Resources
(GET)

Abstracted View

Allocate Network Resources
(POST)

Setup Logical Link

Configure Flow Rules

ACK

ACK

ACK

Fig.6 Q-WIM Workflow

controller before also acknowledging the NFVO. In this way, we guarantee that the
NFVO has always an updated and correct view on the status of the logical links and
resources. If something goes wrong during the configuration of the network nodes,
the NFVO immediately knows that the request setup was not successful.

4.2 Q-WIM QoS Capabilities

With respect to the standard features exposed by any ETSI-compliant WIM, our pro-
posed Q-WIM is enhanced with a set of parameters that allow it to handle novel
advanced mechanisms and support new capabilities. Among the new features,
Q-WIM handles a"QoS policy"that adds new parameters to the Allocation opera-
tion, which represent low level information such as maximum burst size, minimum
burst size and maximum bit rate [42]. Those parameters are then enforced by the
network controller during the configuration of the data plane. For this purpose, also
the underlying SDN controller has to be extended to be able to implement those
parameters among the created slices. An example of an SDN slicing application for
OF switches can be found in [43]. Another example regards the provision of per-
formance guarantees in terms of network bandwidth and delay [44]. More specifi-
cally, delay-related parameters can be considered for the extension of the Allocate
Resource Operation to serve the needs for slice-specific delay requirements and
bandwidth guarantee. Those parameters might include several attributes such as
minimum/maximum bandwidth, marked delay, transmission delay and congestion
delay to enable delay guarantees. Also in this use case, some extensions are needed
over the control plane, at the level of the network controller SDN applications.

Table. 2, summarizes the operations of the IFA-005 compatible interface that are
exposed by our Q-WIM component also considering the set of parameters that can
be easily added to extend the WIM component.
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4.3 Q-WIM Interfaces Design Principles

The Q-WIM exposes two interfaces: an IFA-005 compliant northbound interface
to communicate with the NFVO, and a RESTful southbound interface to interact
with the SDN controller. More details on these two interfaces, extended to serve the
above capabilities, are provided in the following.

4.3.1 Extended Northbound Interface

In this work, Q-WIM exposes to the NFVO an IFA-005 compliant interface, which
supports three operations that are detailed in the following: Query Virtualised Net-
work Resource(), Allocate Virtualised Network Resource() and Terminate Virtual-
ised Network Resource():

e Query Virtualised Network Resource(): it supports the retrieval of information
for the virtualised network resources characterising the WAN. Through this oper-

Table 3 JSON representation of the query virtualised network resource
Request method: GET
URL: /network-resources
Response body:

[{

"networkResourceld”: "string”,
"networkType”: ”string”,
"bandwidth”: 0,
"networkPort”: [{
"networkId”: ”string”,
"portType”: "string”,

H
"networkQoS”: |

{ 7qosName”: ”string?”,
"qosValue”: "string”
oY
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ation, Q-WIM provides an abstracted view composed of the set of logical links
and their current available bandwidth. The Query operation relies on the REST
GET method with the URI set to/network-resources. Table. 3 shows an overview
of the query. The response body includes an array of the network resources (i.e,
logical links) and their parameters such as the id, the available bandwidth on
each logical link, the ports ids and their types and the network QoS value (e.g.,
latency, delay, maximum burst size).

Table 4 JSON representation of the allocate virtualised network resource
Request method: POST
URL: /network-resources
Request body:

{

"networkId”: ”string”,
"networkType”: "string”,
"segmentType”: ”string”
"ingressPointIPAddress”: ”string”,
"ingressPointPortAddress”: ”string”,
7egressPointIPAddress”: ”string”,
7egressPointPortAddress”: ”string?”,
"locationConstraints”: ”string”,
"metadata”: "string”,

"policy”: {

"policyld”: "string”,
"maxCapacity ”: ”string”,
"maxBurstSize”: ”string”,
"minBW”: ”string”,

"maxBW”: 7string”,

"delayflag”: ”string”,

"mdelay”: ”string”,

?tdelay”: ”string”,

"cdelay”: ”string”

}
}

Response body:
{

"networkId”: ”string”,
"networkType”: ”string”,
"segmentType”: ”string”

}
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Allocate Virtualised Network Resource(): allows requesting the allocation of vir-
tualised network resources. This operation triggers the allocation of the network
resources over one or more virtual links used for deploying a specific network
service. The network resource allocation relies on the REST POST method with
the URI set to/network-resources. As shown in Table. 4, the request message
carries its content on the body of the POST method, which necessarily con-
tains the following parameters: the identifier of the logical link to be allocated
(networklId), the ingress point IP address (i.e., source gateway), egress point IP
address (i.e., destination gateway), ingress point port, egress point port, band-
width. Other parameters can be added to respond to specific requirements such as
delay guarantees. If the logical link is setup correctly, Q-WIM sends a success-
ful response to the NFVO (i.e., code 200) along with the Id of the logical link,
and then also updates the database of the resources (e.g., set the new amount of
bandwidth that is actually available).

Terminate Virtualised Network Resource(): terminates the allocation of the
resources identified by the input parameter of this operation. The de-allocation
of the network resources on the selected virtual links uses the REST DELETE
method with the URI set to/network-resources/networkld. The request message
also includes the logical link Id in the URL as query string, which identifies the
specific virtualized network resource to terminate, while the body of the method
is empty. Similarly to the Allocate operation, a successful response (i.e., code
200) contains the identifier of the virtualized network resource successfully ter-
minated. At the end of this operation, Q-WIM also updates the database that con-
tains the status of the resources. Table. 5 shows the parameters required for the
Terminate operation.

4.3.2 Extended Southbound Interface

The southbound interface allows the interaction between the Q-WIM component
and the SDN controller that manages the underlying network. More specifically, it
allows to dynamically enforce the forwarding rules on the data plane devices (i.e.,

Table 5 JSON representation of the terminate virtualised network resource

Request method: DELETE
URL: /network-resources/{networkId}
Response body:

{

"networkId”: ”string”

}
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switches and routers) according to the parameters specified in the NFVO request. In
this work, we adopt a RESTful interface, which uses HTTP requests to GET, POST
and DELETE data [45]. On the other hand, the SDN controller adopts OF as a pro-
tocol to configure the network devices. It is worth noting that other protocols such as
Netconf could be used for the southbound interface. However, we believe that OF is
more in line with the concept of network programmability and orchestration, which
constitutes the subject of this paper. Indeed, we consider that Netconf has been pre-
viously used for device configuration (e.g., setting of network port addresses) and
we adopt OF for dynamic traffic steering and flow entries configurations.
More specifically, our southbound interface offers the following operations:

e Setup logical link operation(): it takes as basic parameters the Id of the logi-
cal link, the gateways source and destination IPs and the source and destination
ports. According to the use case adopted and to the extensions performed at the
level of the network controller, this operation is also extended to handle the fea-
tures related to the performance isolation or the delay guarantees scenarios (e.g.,
burst size, delay, maximum bandwidth). The SDN controller checks the switches
involved in the request, computes a path from the source to the destination and
accordingly configures the flow tables of all the switches composing the path.
In this paper, we use ONOS as an SDN controller, which offers the Point-to-
point intent feature as an easy way to to provide connectivity by configuring the
OF switches of the WAN [46]. After the configuration of the flow rules, each
logical link is characterized by a unique VLAN Id which allows to isolate the
traffic flowing in the WAN and belonging to different logical links. VLAN Ids
are shared with the NFVO (i.e., segmentType parameter in the POST response
body) to allow tagging the traffic originated from the VNFs, while intents Ids are
internally kept by the Q-WIM to control their lifecycle (e.g., update, withdraw,
delete).

e Delete logical link operation(): it allows to release the network resources pre-
viously allocated by deleting the logical link. From the id of the logical link,
Q-WIM gets the ids of the configured intents and sends them to the SDN control-
ler in order to delete them. During this operation, the controller updates the flow
rules of all the switches belonging to the path that goes from the involved source
gateway to the destination gateway.

5 Open Source Q-WIM Prototype
5.1 IFA-005 Northbound Implementation

We use the open-source Swagger Specification (recently named as OpenAPI), a
browser-based editor, to describe and document our Q-WIM API model [47]. The
Swagger specification mainly describes how to access a service or a component
through its REST API, including what requests it can handle, what responses may be
received, and their format. Swagger is REST based, thus the endpoints are presented
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as a set of URI’s capable to accept the basic commands such as GET, POST, and
DELETE. It allows the description of RESTful applications using objects repre-
sented in JSON or YAML file formats and has a user friendly documentation gen-
erator. More specifically, Swagger framework is composed of a set of tools, namely
a code editor, a GUI and a code generator. The code editor provides specific features
allowing to edit the YAML or JSON files used to describe the APIs. The Swagger
Codegen provides a stub code with several annotations that help developers to write
and implement their API descriptions. To do so, different programming languages
are made available such as Java, perl, python, etc. Finally, the Swagger GUI auto-
matically generates the API documentation under an HTML format, thus allowing
users to directly interact with the API via a web browser [48].

In Fig. 7, we show the generated documentation of the Q-WIM API using
the Swagger editor, while Listing. 1 shows an extract of the API definition in
JSON format that describes the structure of the request body sent to the opera-
tions in the REST API and the structure of any response bodies. The API consists
of three request types, where we specify the employed method and the required
parameters.

The Q-WIM code is open and currently released in Github [41]. It consists of
around 46k lines of Java code.

5.2 Test Environment and Methodology

To validate the performance of Q-WIM, a Proof of Concept environment was
setup to provide a realistic scenario where a set of PoPs were interconnected
through an SDN-based network composed of OpenFlow switches. More specifi-
cally, the performance evaluation of the Q-WIM component has been carried out
on a virtual machine with the following characteristics: 1 core of i7 — 5500U at

Q-WIM API®@

€rms o7 service

virtualisedNetworkResources

‘ m /network-resources

/network-resources

/network-resources

Fig.7 API documentation for Q-WIM displayed with Swagger UI
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Fig. 8 Experimental Setup

2.40GHz, 4GB of RAM and 30GB of disk storage. As shown in Fig. 8, we con-
sidered ONOS (version Uguisu, 2.4.0) [49] as the SDN controller, while the data
plane has been emulated using the Mininet tool [50]. Through Mininet, we cre-
ated a topology composed of a set of OF switches interconnected to emulate the
WAN topology. It is worth pointing out that the SDN topology can be imple-
mented either using a cluster of OF virtual switches (OvS) or Mininet. On the
other hand, the requests coming from the NFVO have been sent using the Postman
tool [51]. Regarding the NFVI-PoPs, we used 3 scripts that emulate the behavior
of the VIMs and we considered connectivity requests between one source and one
destination nodes attached to two switches in the SDN topology. Each test was
repeated 10 times and an average was used as the result for all the plots.
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paths:
/network-resources:
delete:
parameters:
- name: ids
description: Identifier of the virtualised
network resource(s) to be terminated.
- application/json
responses:
72007 :
description: Identifier(s) of the virtualised
network resource(s) successfully terminated.
74007 :
description: Bad request
get:
parameters:
- name: networkQueryFilter
description: Query filter based on e.g. name,
identifier , meta-data information or status
information, expressing the type of
information to be retrieved. It can also be
used to specify one or more resources to be
queried by providing their identifiers.
- application/json
responses:
72007 :
description: Element containing information
about the virtual network resource(s)
matching the filter.

post:
parameters:
in: body

required: true
operationld: allocateNetwork
- application/json
responses:
72017
type: string
description: Identifier of the created network
resource.

Listing 1: Excerpt of the Swagger definition of the Q-WIM API

Figure 9 shows a Wireshark capture [52] between the different entities composing
our framework. In particular, it details the RESTFul API messages that are effec-
tively exchanged between the NFVO and the WIM/VIMs. It can be observed that,
after the retrieval of the current status of the resources, a request is first sent to the
VIMs to configure the intra-PoPs network, then to the Q-WIM to inter-connect the
PoPs through the configuration of the SDN network resources. The same interac-
tions are performed for the deletion request.
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No. Time Source Destination Info
LT |- 405 160.300245455 W0 Esmedwi/WMs  GET /mtpbase/abstract-resources HITP/1.1
resources availability -~ 410 167.232150374 Enhanced WIM/VIMs  NFVO HTTP/1.1 200 OK (application/json)
1 416 189.662907500 N0 Vimy POST /mtpbase/abstract-compute-resources HTTP/1.1 (applicati.
Configure compute resources 418 194.839894906 VML NFVO HTTP/1.1 200 OK (application/json)
atVIM1 and VIM2 425 220.713026674 N0 Mz POST /mtpbase/abstract-compute-resources HTTP/1.1 (applicati.
427 224.754150170 VM2 NFVO HTTP/1.1 200 OK (application/json)
. 431 235.868683951 N0 ML POST /mtpbase/network_resources HTTP/1.1 (application/json)
Configure intra-PoP network 433 239.280255757 VML NFVO HTTP/1.1 200 OK (application/json)
resources at VIM1 and VIM2 437 249.568847079 N0 vim2 POST /mtpbase/network_resources HTTP/1.1 (application/json)
439 251.580942221 VM2 NFVO HTTP/1.1 200 OK (application/json)
Configure network resources 450 260.961567748 NAVO Enhanced WIM POST /network-resources HTTP/1.1 (application/json)
in the SDN network 457 268.733676755 Enhanced WIM NFVO HTTP/1.1 200 OK (application/json)
Delele fetwiork resources 461 280.489905498 NAO Ehanced WIM DELETE /mtpbase/network_resources?networkId%20=1 HTTP/1.1
in the SDN network 463 280.695858330 Enhanced WM NFVO HTTP/1.1 200 OK
467 290.510443176 N0 ViMs DELETE /mtpbase/abstract-compute-resources?computeId=1 HTTP/1.
Delete compute resources 469 292.137969364 viMs NFVO HTTP/1.1 200 OK (application/json)
atViMs { 476 303.700712670 N0 ViNts DELETE /mtpbase/abstract-network-resources HTTP/1.1 (applica.
478 304.468182517 vims NFVO HTTP/1.1 200 OK

Delete network resources
atViMs

Fig.9 Captured RESTful API messages exchanged between the NFVO and the WIM/VIMs

6 Proof-of-Concept

6.1 APl Response Time

In this subsection, we evaluate the Q-WIM northbound interface response time,
which refers to the time elapsed between receiving a Query, Allocate or Delete mes-
sage, elaborating it and sending back a response or an acknowledgement. To do so,
in each iteration, we repeatedly sent random requests from Postman to the Q-WIM
component and recorded the average response times of all requests. The average
response time is evaluated while varying the number of OF switches in the WAN
topology.

Figure 10 shows the results for the three operations of the northbound interface,
namely the Query, Allocate and Delete. More specifically, we can notice that by
increasing the number of switches in the WAN, the response time of the Query oper-
ation remains stable below 200 ms. In fact, through this operation, the Q-WIM sends
the abstracted view of the topology to the NFVO. The view is retrieved from the
database and sent under the format of an xml file. It contains the set of logical links
and their characteristics and does not depend on the number of network devices.
On the contrary, the response time of the Allocate operation strictly depends on the

1,400 <O-Query -O- Allocate Delete
1,200
1,000

800

600

Response Time [ms]

400

200 - .

Number of Switches

Fig. 10 Northbound Response Time
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size of the topology since it allows for the actual setup of the logical links and then
the configuration of the OF switches in the network. In the experiment, we have
considered that the configuration is performed to interconnect two NFVI-PoPs
while involving a random number of switches to be traversed, depending on the path
selected by the SDN controller. From the plotted results, we can see that the more
switches are present in the topology, the more time is necessary for the setup of a
single logical link, which mainly corresponds to the time necessary for the enforce-
ment of the flow entries in the switches. More details are given in Section. 6.2.
Finally, the response time of the Delete operation also slightly increases by varying
the number of switches but in a more contained way with respect to the Allocate
case. Also for the Delete, the largest part of the response time is dedicated to the
tear-down time of the logical links. However, while during the Allocate, the setup
requires to wait for the enforcement of the policies in all the traversed switches, in
the Delete, tagging the logical link as"withdrawn"is enough. More details on how
this operation is performed are given in Section. 6.3.

It is worth highlighting that the overall response time for the three opera-
tions is composed of the following events: socket initialization, DNS lookup,

1,200
1,000

800

Setup Time [ms]

200

1 5 10 20 50 100
Number of Switches

Fig. 11 Network Setup Time

1,200

1,000

©
3
S

Tear-down Time [ms]

200 /

1 5 10 20 50 100

Number of Switches

Fig. 12 Network Tear-Down Time

@ Springer



Journal of Network and Systems Management (2025) 33:54 Page250f31 54

TCP handshake, Transfer start and download. Most of these events take less than
Ims or are even saved in the cache, while almost all the response time is due to
the"Transfer"operation in the Allocate and Delete case which refers to the time
required by the Q-WIM to actually process the request. In the Query case, the
response time is almost equally divided between the"Transfer"and"Download"oper
ations, since the content of a file is transferred in the response.

6.2 Network Setup Time

Figure 11 plots the setup time necessary for the configuration of a unidirectional
logical link, while varying the number of switches in the network. This time cor-
responds to the actual setup of all the necessary flow rules in the switches that
belong to the selected path between the gateway source and gateway destination.
To do so, we have adopted the intent framework [46] provided by the ONOS con-
troller which allows for specifying the network control requirements in form of
policies using a high-level abstraction rather than technical configuration details
[53]. The intent specifications (i.e., I[P and port of the source gateway, IP and port
of the destination gateway, QoS parameters) are provided by the Q-WIM to the
SDN controller, and then the ONOS core is in charge of translating those require-
ments into actionable operations such as installing the flow rules on the switches,
setting VLAN IDs, etc. In such a way, the network configuration is simpler and
vendor and device-agnostic.

From the results, we can notice that the average setup time of one logical link
remains below 1s even when the number of switches in the WAN is around 100.
However, we also observe that the setup time increases with the increase of the
number of the switches in the topology. This is mainly due to the performance
of the ONOS controller that we used in the Proof-of-Concept. More specifi-
cally, as the topology expands (more switches, links, and hosts), having only one
centralized controller that has to communicate with a larger number of devices

80

60

Translation Time [ms]

1 5 10 20 50 100

Number of Switches

Fig. 13 Q-WIM Translation Time
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PoP B

PoP A

PoP C

Fig. 14 SDN network topology in ONOS GUI

increases the time required for flow rules configuration. Moreover, ONOS uses
shortest path algorithms (i.e., Dijkstra) for route computation. As the number of
switches and links grows, the number of possible paths also grows exponentially
thus increasing the time required to compute optimal paths before installing the
flow rules.

6.3 Network Tear-Down Time

Figure 12 plots the tear-down time which corresponds to the time necessary for
deleting the flow rules corresponding to a given logical link in the topology. More
specifically, during this operation, the SDN controller removes the intent from the
system and deletes the flow entries previously configured. From the results, we
can see that the average tear-down time increases as the number of switches in the
network increases. As stated in the previous paragraph, this is mainly because of
the length of the selected paths in the network increases. However, the tear-down

80
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Fig. 15 Performance evaluation: Q-WIM vs. Standard WIM
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time is lower than the setup time mainly because while for the setup the control-
ler has to wait for the installation of all the flow rules in order to tag the intent
as"installed"and send the intent id to the Q-WIM, in the delete case the control-
ler immediately tags the intent as"Withdrawn"and replies to the Q-WIM then
removes the flow rules from the switches.

6.4 Translation Time

In this paragraph, we measure the weight of the translation time with respect to the
overall response time needed to setup a logical link. By translation time, we refer
to the amount of time spent by the Q-WIM in converting the requirements of the
request received from the NFVO into the configuration parameters sent to the SDN
controller.

Figure 13 shows the time needed by the Q-WIM to process the incoming con-
nectivity requests before sending the intents installation requests to ONOS. We first
note that the average translation time for all the requests is below 100 ms which
clearly shows that the time needed by the Q-WIM to extract the logical link require-
ments from the NFVO request, prepare the request for the SDN controller and then
send it is very low with respect to the intent setup time. Moreover, from the results
we can clearly state that Q-WIM scales well. In fact, as the number of OF switches
increases in the network, the translation time remains almost constant showing that
the processing time at the Q-WIM is minimal.

6.5 Throughput

We reproduce the scenario depicted in Figure 8 composed of three PoPs, inter-
connected using an SDN network infrastructure including OpenFlow Virtual
Switches (OVSs) deployed using the Mininet emulator. For this experiment, we
consider a smaller topology reported in Fig. 14 to have a common link as a bot-
tleneck (from PoP A to PoP B and PoP C). We set the links capacity in the SDN
network to 100 Mbps. The experiment is composed of two phases. In phase one
we start with the creation of the first slice. We create a slice between PoP A and
PoP B with specific QoS policies. In this experiment, we fix the rate limit to 30
Mbps. After the slice creation, we execute the Ping command between PoP A
and PoP B to check if the slice was created successfully. We then generate UDP
traffic at saturation rate (around 100 Mbps) between the two PoPs using the iPerf
tool. In the second phase, we create a second slice between PoP A and PoP C and
validate its coexistence using the Ping command. In this phase, the QoS capabili-
ties of Q-WIM are disabled to emulate the behavior of a standard WIM. We then
generate the same amount of UDP traffic as for slice 1 using the iPerf tool.
Results are plotted in Fig. 15 We can notice that while in slice 1 the throughput
is almost constant and below the fixed threshold (i.e., 30 Mbps), in slice 2 the traffic
almost doubles the bandwidth used since no limitations are enforced. Moreover, the
traffic shape in slice 2 is completely different with very high burstiness and instabil-
ity. In fact, generating traffic at saturation rate with unlimited policies creates network
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congestion in the common links among the slices thus leading to delaying and/or drop-
ping packets and then creating fluctuations in the throughput.

The obtained results show the role of Q-WIM in satisfying the QoS require-
ments that each service demands for each slice in a shared environment. Results
also confirm the performance isolation among the deployed slices since the traffic
rate of slice 1 is not impacted by the traffic rate of slice 2, which is guaranteed by
the Q-WIM showing its role in having policed and/or unpoliced slices running on
the shared infrastructure.

7 Conclusions and Future directions

The support of multi-site network service deployment is currently one of the major
requirements for 5 G emerging applications and scenarios. In this work, we pre-
sented Q-WIM, an open-source solution designed for the orchestration and deploy-
ment of end-to-end network services in multi-site SDN-enabled NFV infrastructures.

The reference architecture for our WAN infrastructure manager is the ETSI
NFV MANO framework, which was described in detail in this paper to character-
ize its building blocks and key features for the design and deployment of our com-
ponent. With respect to the standard, Q-WIM provides a set of QoS features (e.g.,
bandwidth, delay) that allow the deployment of complex network services within
advanced scenarios.

Through rigorous analysis, a deployment in a realistic virtualized environment
and performance evaluations, we demonstrated the effectiveness of our proposed
WAN infrastructure manager in enhancing network performance, scalability, and
response time. As a future work, we plan to enhance the multi-site scenario with
further details related to additional heterogeneous services and applications and pro-
vide an exhaustive evaluation of the Q-WIM operations under dynamic conditions.
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